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Document Purpose
 

This document was produced by the FAME Programme to provide guidance and practical examples to all Local Authorities/Partner Agencies for an implementation of Multi-Agency working.  All documents are the property of FAME National Project, and to access these documents you have agreed to the terms and conditions set out in the accessing of these products from the FAME website.
 

For a further description of this document please see the Product Definition below stating exactly what the product is.  For more in depth explanation and guidance please see the FAME "How to Implement and Sustain a Multi-Agency Environment".
Information Sharing Protocol (ISP):
a formal, signed agreement which outlines the legal and procedural aspects of information exchange between participating organizations, including conditions for having access and restrictions on the use of the information.  Also, the methodology for producing and obtaining agreement for the adoption of an ISP and its application.
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EXECUTIVE SUMMARY 

INTRODUCTION

Purpose

This ISP is a strategic and operational agreement between the participating partner organisations/ agencies. It governs and regulates the way person identifiable information (PII) collected from service users is shared and processed by health, housing and social care providers in both ‘hard’ copy’ and ‘soft copy’ form. 

Single Assessment Process

The ISP governs a Single Assessment Process (SAP) to provide a single point of information for all the participating partners  using a prescribed SAP tool to collect: -

Basic personal information (BPI)

Contact Assessment

Specialist Assessment

Summary Assessment

Objectives

The objectives of the ISP are to ensure the participating organisations comply with the legal and other government agency regulations for sharing PII. 

Rationale for the ISP

Health, housing and social care organisations separately collect and record identical or similar PII about the same service users. Allowing the sharing of PII by participating organisations should help to address this by reducing the time wasted on duplication of effort and as a result improve the quality of service provision.

USING AND PROCESSING PII

The ISP lists what PII will be used for. This includes: -

· To facilitate its processing and sharing 

· Assuring & continually improving the quality of care & treatment

PII will also be used for statistical analysis and performance measurement, mostly in aggregated form so that it is not person identifiable.

CONSENT 

Service users subject of a SAP will be requested, at the first point of contact, to give consent for their PII to be shared where it is necessary for their support, care and treatment. The consent will be in writing in a prescribed format. Should they elect to change the terms of their original consent, e.g. they wish to restrict with whom their PII is shared, then a new consent form will be completed.

Consent must be: -

· Capable of being freely given without any pressure or undue influence being exerted on the individual

· Specific to the purpose for which it was obtained.  Consent for one purpose cannot be used for another.
· Capable of being freely withdrawn at anytime with mechanisms in place for dealing with this

· Updated where the service users circumstances change

SECURITY POLICIES, PROCEDURES and ACCESS

To comply with the ISP the participating partners must have in place their own individual policies and procedures to control electronic access. 

Electronic access controls will apply to each organisation whereby their staff who are involved in the single assessment process will be properly authorised by their organisation in that they are: -

· Known to their own organisation (log in profile)

· Known to have access by the other participating partners 

· Uniquely identifiable by their own organisations systems

· Have generic access in accordance with their joint team activities to other systems

BREACHES OF THE ISP

Staff who are managing and processing service user PII are bound by a duty of confidentiality, normally through their contract of employment and in some cases the terms of their professional body membership. 

All staff required to comply with the ISP will be trained to do so before they start using the procedures. 

Any breach resulting from a weakness or malfunction of the technology will be dealt with immediately. A judgement will have to be made whether to suspend the use of the system until such time as the problem has been rectified. 

GOVERNANCE AND MANAGEMENT OF THE ISP
An Inter-agency Standing Committee (ISC) made up of members of the Steering Group will be established to manage the use and maintenance of this ISP and ensure its compliance by the participating organisations. It will comprise of representatives from the participating partners. The ISC is responsible for: -

· Ensuring the ISP is amended and updated as necessary

· Monitoring compliance with the ISP 

The Caldicott Guardians and other staff responsible for data protection, Human Rights and Freedom of Information will support line managers and staff delivering the service. They are responsible for overseeing: -

COMPLIANCE WITH LEGISLATION AND OTHER GUIDELINES

To protect the rights of individuals who are subject of a SAP the participating partners will comply with the following legislation: - 

· Human Rights Act 1998

· Freedom of Information Act 2000

· Data Protection Act 1998

Compliance with other legislation and statutory requirements is set out in the ISP 

PII related to housing, health and social care cannot be used for any other purposes other than that that is prescribed in this ISP, e.g. law enforcement

Compliance with the Data Protection Act

In compliance with the Data Protection Act 1998 (DPA) the ownership and sharing of PII will be governed and regulated by this ISP. It will be collected and shared with participating partners that need it to complete a SAP for a service user and will be individually assessed on a case- by-case basis. 
Compliance with other guidelines/requirements, including ‘Caldicott’

The NHS Executive has issued Caldicott Guardian Guidelines:

· HSC1999/012 to all Trusts and Health Authorities in January 1999.  

· GP/PCG guidelines were issued in March 2000 (available on the NHS Caldicott web site under Management Audits & Improvement Plans section called ‘Guidance for Primary Care Groups). 

· Social Services guidance

Service users with special needs must be given the same rights (e.g. to refuse information to be used for ‘extra’ purposes) the same as all other individuals.

1. INTRODUCTION

1.1. Purpose

1.1.1. This ISP is a strategic and operational agreement between the participating partner organisations/ agencies set out in SCHEDULE 1. It governs and regulates the way person identifiable information (PII) collected from service users is shared and processed by housing, health and social care providers
 in both ‘hard copy’ and ‘soft copy’ form. 

1.2. Legislation

1.2.1. The ISP complies with the legislation regulating the processing and sharing of PII, in particular the Data Protection Act 1998 (DPA). It will be amended as necessary to comply with any new legal precedents or other official guidance.

1.3. Scope

1.3.1. PII about service users and their family/relatives will only be used to facilitate their joint support, treatment and care needs when they are subject of a Single Assessment Process (SAP). In connection with this it may also be used for managerial and organisational purposes to measure performance, analyse statistics and evaluate quality of service

1.3.2. PII will not be used for any other purposes. It will be collected from service users and their relatives in a prescribed format in compliance with the conditions specified in the Data Protection Act 1998, Principle 1.

1.4. Consent

1.4.1. Service users subject of a SAP will be requested, at the first point of contact, to give consent for their PII to be shared with other participating partners. This will only be undertaken where it is necessary for their support, care and treatment. The consent will be in writing in a prescribed format.

1.4.2. Service users who have previously been subject of a SAP and have given consent for their PII to be shared will be re-assessed at the start off each new episode of care and/or treatment. Any change in their circumstances will be noted and they will be given the opportunity to revoke or amend their consent should they wish to do so. 

1.4.3. Should they elect to change the terms of their original consent, e.g. they wish to restrict with whom their PII is shared, then a new consent form will be completed.

1.5. Single Assessment Process

1.5.1. The ISP governs a Single Assessment Process (SAP) to provide a single point of information for all the participating partners. This will be achieved using a prescribed SAP tool and other documents to record PII including the following: -

i. Basic personal information (BPI)

ii. Contact Assessment

iii. Specialist Assessment

iv. Summary Assessment

1.6. Objectives

1.6.1. The objectives of the ISP are to: -

i. Ensure the participating partners comply with the legal and other government agency regulations for sharing PII

ii. Regulate and govern the way information about service users is processed and shared 

iii. Facilitate the delivery of high quality integrated health and social care to service users

1.7. Rationale for the ISP

1.7.1. Information for Health - Information Strategy for the NHS, and other social care service providers requires that: - 

‘Those agencies and organisations responsible for providing health and social care should do so, as efficiently and effectively as possible, in order to deliver a high quality of service to their service users when and where they need it’.  

1.7.2. Health and social care organisations separately collect and record identical or similar PII about the same service users. Allowing the sharing of PII by participating organisations should help to address this by reducing the time wasted on duplication of effort and as a result improve the quality of service provision.

2. USING AND PROCESSING PII

2.1. Using PII

2.1.1. The following lists the purposes PII will be used for under the terms of the ISP: -

· Facilitating the processing and sharing of PII 

· Assuring & continually improving the quality of support, care & treatment

· Monitoring & protecting public health

· Managing & planning services

· Contracting for NHS/social care services

· Auditing NHS/social care accounts 

· Auditing and monitoring NHS/social care performance, housing support and supporting people services

· Risk management

· Investigating complaints and notified or potential legal claims

· Training and skills development

· Statistical analysis

· Medical, health, housing and social care research and epidemiological studies

· Developing VFM strategies and meeting BVPI’s

· Delivering integrated health, housing and social care services 

2.2. Aggregated data

2.2.1. Aggregated non-personal data used to monitor performance or conduct research falls outside the scope of this ISP. This is on the proviso that there is no possibility of PII being exposed, e.g. from a post code or reference number.

2.3. Processing and sharing

2.3.1. For the purposes of the SAP the service user’s PII will include their: - 

· NHS number

· SWIFT identifier and contact details

· Biographical details

· Details of carers and other family members

· Summary of relevant past history

· On-going medical problems

· Current acute diagnosis

· Assessment summaries

· Assessment needs

· Mental Health Act status

· Care co-ordinator details

· Care manager details

· GP details

· Diary of recent and scheduled care contacts

2.3.2. Where a service user presents a risk or potential risk to a service provider, the details of that risk will be recorded and dealt with in accordance with the participating partners own policies and procedures.

3. CONSENT OF THE SERVICE USER TO SHARE PII

3.1. Guiding Principles

3.1.1. The guiding principles that underpin this ISP for a SAP are as follows: -

· The express consent of the service user will always be obtained before PII can be shared with other participating organisations

· PII will only be shared where it is necessary to do so in the interests of the service users

3.1.2. Without exerting undue pressure on them, service users who decide to opt out or restrict the use of their PII will be warned that this could have a detrimental effect on their continuing care and treatment.

3.2. Definition of consent

3.2.1. Consent for the purposes of this ISP means: -

‘That which is expressed orally and confirmed in writing by the service user, on the premise that they have been informed and fully understand what action is involved, its likely consequences and the option to say no.’ 

3.2.2. It will not be necessary to review consent during every encounter made during a continuing episode of treatment and/or care. Only when a new episode of care occurs will it be necessary to review and update the original consent and agree this with the service user.

3.2.3. If a service user requires another form of communication this will be provided. See also paragraph 3.6.4 below outlining Caldicott guidance on this point

3.3. Prescribed Format

3.3.1. A prescribed consent form will be used in all cases to record consent or where this is not given why it is still necessary to share PII with other participating partners in compliance with Section 3.8 below. 
3.4. Consent process – staff training and information  

3.4.1. Staff will be trained in how to complete the consent process. This will ensure they are competent to give the service user all the information they need to make a decision about whether or not to consent to their PII being shared and/or to place restrictions on its use.

3.4.2. Leaflets and posters explaining the consent process will be distributed and displayed throughout the participating organisations premises for service users and their representatives /carers to read and use. 

3.5. Consent to use anonymous information

3.5.1. The use of anonymous information can be shared without the consent of the service user, unless there is a risk of their personal data being identified, e.g. post code.

3.6. The DPA and other guidelines

3.6.1. Consent is one of the conditions under Schedules 2 and 3 of the DPA that can be used as a legitimate basis for processing and sharing personal data
.  

3.6.2. The person requesting consent must ensure that the service user has the opportunity to refuse or restrict consent and for them to be confident that having done so, the processing will not go ahead.  The following prescribes the procedure for obtaining consent: -

i. It must be in a permanent form – Consent can be given verbally or in writing, but always recorded using a prescribed format and signed by the service user. Where consent is obtained over the telephone the member of staff conducting the process will sign a declaration that the service user gave their consent verbally. Obtaining consent over the telephone must be carried out as if it were taking place with the service user present.

ii. In order to give consent, a person must be assessed as having the capacity to do so – For a person to have capacity, (s) he must be assessed by the person requesting consent as being able to comprehend and retain the information material to the decision and must be able to weigh this information in the decision as to whether or not to give or restrict consent.

iii. The person must be given sufficient information to make that decision (ie: be fully informed) – Those staff seeking consent must ensure that the individual is made fully aware of what their consent will allow. This will be confirmed by the service user being given a notice that explains: -

· The identity of the Data Controller (i.e. body collecting their data)

· Why PII is being collected (purpose)

· Which organisations PII will be shared with

· The details of the PII required 

· The service users right to withhold consent or to withdraw it at any time

· That the PII is time limited and will be updated regularly, along with the consent to share it

· That if the information is needed in another format i.e. braille, on audio tape or in another language, this will be provided. This is one of the Caldicott principles – see also paragraph 3.6.4 below.
3.6.3. Consent must be: - 

i. Capable of being freely given, without any pressure or undue influence being exerted on the individual

ii. Specific to the purpose for which it was obtained.  Consent for one purpose cannot be used for another.
iii. Capable of being freely withdrawn at anytime with mechanisms in place for dealing with this

iv. Updated where the service users circumstances change

3.6.4. In compliance with one of the Caldicott principles, i.e. service users with special needs e.g. physical or mental impairment, or those whose first language is not English must also be made aware of the uses to which their PII may be put. They will be given the same rights to refuse or restrict the use of their PII as with all other service users. 

3.7. Retention and maintenance of consent forms

3.7.1. Consent to use PII will be kept up to date. It will be required for each new episode of care, or when the services users circumstances change, or if they wish to change the terms of the consent. 
3.7.2. If the service user wishes to change the terms of their previous consent a new consent form will be completed and signed. This will then be retained along with any previous consent forms. 

3.7.3. There will only be one current consent record in place for all the participating partners. Consent obtained by one partner must be shared with the other participating partners. Whenever consent is updated or withdrawn the new information must be shared with all the participating partners. 

3.7.4. The original consent forms will be retained for a period of 7 years by the participating partner that completed the process. If the service user dies during this time, the record may be destroyed after one month of the death coming to notice, unless the case is subject of a complaint and/or possible litigation.

3.8. Sharing PII without consent

3.8.1. Only in exceptional circumstances will PII be shared without consent, and only after this has been sought and refused or cannot be obtained. 

If the service user does not have the capacity to give informed consent and it is necessary to share PII the member of staff will still be required to complete and sign the consent form stating the reason for this action. 

3.8.2. Having completed the consent form, the member of staff involved will assess whether or not it is necessary to share PII and with whom it should be shared. Once this has been decided the consent form will be countersigned by a supervisor authorising how the PII will be used. See also paragraph 3.1.2 regarding warnings issued to the service user about withholding consent.

3.8.3. The criteria for sharing PII without consent is that there is an immediate need to jointly provide treatment or care and that by not doing so this would be harmful to the service user. The service user must be notified of this decision at the earliest opportunity.

3.8.4. Once the immediate and/or ongoing care and treatment needs of the service user have been addressed a decision will be made as to whether there is a need to continue to share the information. 

3.8.5. The decision to share PII without consent will be reviewed from time to time using the criteria and the decision to continue or not, confirmed in writing with the service user. Should the service user subsequently decide to give consent the consent process will be completed. 

3.9. When consent is not required

3.9.1. The following legislation permits the disclosure of personal identifiable information without consent where there is an overriding legal requirement to make the disclosure: -

 Public Health (Control of Diseases) Act 1984 & Public Health (Infectious Diseases) Regulations 1985 

 Births and Deaths Act 1984

3.9.2. In these cases not all of the service user record will need to be disclosed as only certain data items are covered by the legislation. Relevant disclosures must be decided on the circumstances as they are presented.

3.9.3. Other disclosures of PII that can take place without consent include: - 

· Where there is a court order

· Where non-identifiable information is being used for research or performance monitoring purposes. See also sub section 2.2 above.

3.10. Deceased person

3.10.1 If a service user or close relative has requested that their information is not disclosed after their death this will be dealt with in accordance with the policies and procedures of the participating partner to whom the request is made.
4. SECURITY POLICIES, PROCEDURES and ACCESS

4.1. Policies and Procedures 

4.1.1. To comply with the ISP the participating partners must have in place their own individual policies and procedures in respect of: -

· Current data protection registration

· Internal security access

· Freedom of Information Act 2000

· ICT systems security

· Disposal of confidential waste

· Retention of records

· Physical security – including controlled access to manual and electronic files and records

· Electronic security – including ‘fire walls’ and disaster recovery procedures

· Security procedures – including management, secured/ controlled areas, staff training, site-specific procedures and policies

4.2. Access to PII

4.2.1. The following access controls will apply to each organisation whereby their staff who are involved in the process will have to be: -

· Known to their own organisation (log in profile)

· Known to have access by the other participating partners 

· Uniquely identifiable by their own organisations systems

· Have generic access in accordance with their joint team activities to other systems

4.2.2. Individual members of staff will not generally be set up on all participating organisations systems unless there is an agreed operational reason for doing so. Under these circumstances access to PII will be restricted to their level of authority.

4.2.3. In relation to paragraph 4.2.1 the following will apply: -

· Access will be gained through a standard workstation that enables the users own profile from the organisation to which they belong. 

· The profile will apply the correct level of PII the member of staff is authorised to access

· Staff from another organisation will be able to access PII relevant to their level of authority

· Each participating organisation must comply with the requirements of this ISP before their staff are given access to PII 

5. BREACHES OF THE ISP

5.1. Responsibility of staff

5.1.1. All staff managing and processing service user PII are bound by a duty of confidentiality, normally through their contract of employment and in some cases the terms of their professional body membership. Each participating organisation must ensure their staff are subject of a confidentiality agreement.

5.2. Procedure for dealing with breaches

5.2.1. Each participating organisation must have their own procedures in place for dealing with any breaches of this ISP.  All breaches or suspected breaches must be recorded and referred to a line manager who in turn will investigate and record the action taken in respect of the breach. 

5.2.2. All staff required to comply with the ISP will be trained to do so before they start using the procedures. Training will be reinforced and updated as deemed necessary by the participating organisations and will be subject to self-audit. 

5.2.3. Staff who knowingly or unknowingly breach the ISP, but who are otherwise acting ethically in the interests of the service user should be treated fairly and considerately and where possible informally. Those staff adjudged as acting recklessly or with intent to breach the ISP will be subject to their own organisations internal discipline procedures. 

5.2.4. Any breach resulting from a weakness or malfunction of the technology will be dealt with immediately. A judgement will have to be made whether to suspend the use of the system until such time as the problem has been rectified. 

5.2.5. All breaches, including those involving technology, will be recorded. The record must include the time and date the breach was discovered, who discovered it, the length of time it has been happening, the extent of its impact and likely implications.

5.2.6. A breach will be investigated by the participating partner from whom it originated. Where the breach has consequences for other participating organisations this should be reported to them immediately. 

5.2.7. The Inter-agency Standing Committee (see Section 6 below) must also be notified as soon as practicable. They will take responsibility for informing such regulatory bodies that need to know of any breaches, e.g. NHS Information Authority.   

6. GOVERNANCE AND MANAGEMENT OF THE ISP

6.1. Governance

6.1.1. An Inter-agency Standing Committee (ISC) will be established to manage the use and maintenance of this ISP and ensure its compliance by the participating organisations. The ISC will also approve staff training and development and approve the resources for this.

6.1.2. The ISC will be chaired by a Chief Executive nominated by the partners and will comprise the following representation: -

· Senior operational manager –social care

· Senior operational manager – health care

· Caldicott guardian

· Data Protection officer

· Freedom of Information officer

· Service provider

· Service user or representative body

· ICT manager (optional)

· Training Manager (optional)

6.1.3. The ISC will not adjudicate on a member of staff who has breached the ISP. It is up to the individual partner who employs the member of staff responsible for the breach to decide on what action to take. The ISC is nevertheless entitled to express a view concerning the integrity of the systems/processes and recommend changes to them.

6.2. Management 

6.2.1. The ISC is responsible for ensuring the ISP is amended and updated to remain compliant with changes to legislation, including relevant case law, and guidance issued by government departments and professional bodies. 

6.2.2. The ISP will be reviewed at least annually and changes will be recorded using a version control process. Each participating organisation will need to ensure they have a current version of the ISP.  It will be the responsibility of the Caldicott Guardians and Data Protection Officers to ensure this is the case.

6.2.3. Monitoring compliance with the ISP will be undertaken annually whereby each participating partner conducts an internal self-audit of their documentation and procedures. The ISC will prescribe the format for this.

6.2.4. An electronic record will be maintained detailing those staff having access to shared PII.  This will detail the level of access, the reason they need it, what they need access to and for how long it is granted. 

6.2.5. The ISP will be agreed and signed by the Chief Executive of the participating partner or someone delegated in writing by them to do so. Caldicott Guardians and/or Data Protection Officers will countersign the ISP to confirm that they will monitor their organisations compliance with it.

6.2.6. The Caldicott Guardians and other staff responsible for data protection, Human Rights and Freedom of Information will support line managers and staff delivering the service. They are responsible for overseeing: -

· Day-to-day management and operation of the ISP 

· Quality assuring its performance

· Conducting self audits

· Recommending updates/amendments as required in relation to legislative and procedures/guideline changes, either local or national.

7. COMPLIANCE WITH LEGISLATION AND OTHER GUIDELINES

7.1. Legislation

7.1.1. In order to protect the rights of individuals who are subject of a SAP the participating partners will comply with the following legislation: - 

· Human Rights Act 1998

· Freedom of Information Act 2000

· Data Protection Act 1998

· Computer Misuse Act 1990

· NHS & Community Care Act 1990

· Mental Health Act 1983  
· Carers (Recognition & Service) Act 1995

· Clients Access to Records Act 1987 & Regulations 1989 

· Access to Health Records Act 1990
 

· The Health Act 1999 (section 31)

· The Health and Social Care Act 2001

7.1.2. TABLE 1 contains Acts that relate to security and confidentiality of information being shared by the participating partners.

TABLE 1

	Act of Parliament


	Relates to

	The Freedom of Information Act 2000
	Individuals right of access to information 

	The Human Rights Act 1998
	Individuals right to privacy for themselves and their family members

	The Data Protection Act 1998
	Individuals rights to confidentiality and security for their information and their right to access their own records

	The Computer Misuse Act 1990
	Makes it an offence for any user to gain unauthorised access to information on a computer 


7.2. Compliance with the Data Protection Act

7.2.1. The Data Protection Act 1998 - is the key legislation and statutory authority for all information processing including security & confidentiality of PII. It relates to manual and automated records of living identifiable individuals from collection of information, use/s and through to disposal.  
7.2.2. In compliance with the Data Protection Act 1998 (DPA) the ownership and sharing of PII will be governed and regulated by this ISP. It will be collected and shared participating partners that need it to complete a SAP for a service user and will be individually assessed on a case by case basis. 
Service user conditions: 
· PII related to housing, health and social care cannot be used for any other purposes e.g. law enforcement

7.3. Compliance with other guidelines/requirements, including ‘Caldicott’

7.3.1. NHS/LASSL guidelines/requirements issued by government departments must be complied with. The NHS Executive has issued Caldicott Guardian Guidelines:

· HSC1999/012 to all Trusts and Health Authorities in January 1999.  

· GP/PCG guidelines were issued in March 2000 (available on the NHS Caldicott web site under Management Audits & Improvement Plans section called ‘Guidance for Primary Care Groups). 

· Social Services guidance

7.3.2. The consent issue is one of Caldicott's extra requirements. Service users with special needs e.g. physical or mental impairment, or those whose first language is not English must also be made aware of the uses to which their PII may be put. They must be given the same rights (e.g. to refuse information to be used for ‘extra’ purposes) the same as all other individuals.

8. AGREEMENT BETWEEN THE PARTICIPATING PARTNERS

8.1. The Agreement

8.1.1. On behalf of (name organisation) I agree to comply with this ISP. In so doing, both I and my staff will: -

· Implement and adhere to the laid down procedures and structure 

· Ensure all policies/procedures established between organisations/agencies for the sharing of PII are consistent with this ISP

· Not restrict the sharing of PII that the other participating partners are authorised to have

Signed on behalf of – name organisation

Chief Executive:


Name:


Signature:


Date:


Caldicott Guardian/Data Protection Officer:


Name:


Signature:

Date:

� From hereon referred to as participating partners


� Under current law, no other person can provide consent on behalf of an adult. In order to satisfy the Common law requirement it is generally accepted by the courts that those responsible for making decisions about treatment and the disclosure of information should do so in the best interests of the service user concerned.


� To comply with requirements of Public Records Act 1958)


� Only for manual records of deceased patients
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