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Document Purpose
 

This document was produced by the FAME Programme to provide guidance and practical examples to all Local Authorities/Partner Agencies for an implementation of Multi-Agency working.  All documents are the property of FAME National Project, and to access these documents you have agreed to the terms and conditions set out in the accessing of these products from the FAME website.
 

For a further description of this document please see the Product Definition below stating exactly what the product is.  For more in depth explanation and guidance please see the FAME "How to Implement and Sustain a Multi-Agency Environment".
Information Sharing Protocol (ISP):
a formal, signed agreement which outlines the legal and procedural aspects of information exchange between participating organizations, including conditions for having access and restrictions on the use of the information.  Also, the methodology for producing and obtaining agreement for the adoption of an ISP and its application.
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FOREWORD

It is proposed that this policy is adopted by

Surrey County Council

· Adults and Community Care

Primary Care Trusts

· East Elmbridge and Mid Surrey PCT

· East Surrey PCT

· Guildford and Waverley PCT

· North Surrey PCT

· Woking Area PCT

Secondary care

· Ashford St Peter’s Hospital

· East Surrey Hospital

· Epsom St Hellier Hospital

· Frimley Park Hospital

· Royal Surrey Hospital

Mental Health providers

· North Surrey Mental Health Partnership Trust

· Surrey Hampshire Borders NHS Trust

· Surrey Oaklands Mental Health NHS Trust

This Policy applies to all staff working in delivery of care for older people as part of the Single Assessment Process and forms a framework for confidential and safe use of service user information. The policy encompasses Tier 2 in the context of a three tier approach to information sharing.

Tier 1: 
This is a multi-agency overarching agreement to the principles of information sharing within a community. It allows organisations to set common standards that can be applied for different purposes ensuring a consistent approach within and between organisations. 

Tier 2:
A Tier 2 policy covers information sharing for a specific purpose such as the Single Assessment Process for Older People. It makes use of the principles set out in the Tier 1 policy in the context of the specific purpose. It is adopted only by organisations to which the purpose is relevant.

Tier 3:
This sets out the practical issues around information sharing. It is developed from the Tier 1 and 2 policies and will document the local processes, roles and information flows and will include items such as training materials, leaflets and posters.

A Tier 1 policy does not yet exist in Surrey. In order to maintain consistency of approach this policy has therefore been developed in line with the principles outlined in the “Interagency Policy on Confidentiality” for Mental Health and the FAME Information Sharing Protocol. The policy should be used to develop local Tier 3 policies.

Compliance with this policy will be monitored jointly by the subscribing agencies, through local audit and consultation with service users. 

This policy will be reviewed annually.  The policy will be subject to further review as and when a Tier 1 policy is developed for Surrey.

Signatories:

tbc
POLICY ON CONFIDENTIALITY AND USE OF SERVICE USER INFORMATION

1.
INTRODUCTION

1.1 This policy outlines the principles of confidentiality, and establishes an interagency code of conduct with regard to the confidential management of service user information by the signatories to this policy.

1.2 The aim of this policy is to improve the delivery of care provided to service users, by facilitating the appropriate use of service user information, through agreed understanding of the confidential use of that information.

1.3 Its production has arisen as a consequence of the NSF for Older People and the need to ensure information can flow between the agencies that provide a network of care for older people within the catchment area of Surrey County Council.

1.4 HSC 2002/001; LAC (2002)1 - Guidance On The Single Assessment Process For Older People states that::

“The single assessment process for older people was introduced in the National Service Framework for Older People. The purpose of the single assessment process is to ensure that older people receive appropriate, effective and timely responses to their health and social care needs, and that professional resources are used effectively. In pursuit of these aims, the single assessment process should ensure that the scale and depth of assessment is kept in proportion to older people’s needs; agencies do not duplicate each other’s assessments; and professionals contribute to assessments in the most effective way.”

SAP aims to achieve a coordinated person centred process working across multiple agencies and organisations. It looks to ensure that older people are assessed in a timely and appropriate manner. The full implementation of SAP will also mean that “appropriate single care plans” are developed in a co-ordinated manner between agencies leading to more efficient delivery of care. SAP cannot work properly unless processes (and their information needs) can flow across agency boundaries as if they did not exist.

1.5 This policy has been subject  to consultation with:

· Caldicott, Confidentiality and Data Protection sub group of the Surrey Information Governance Programme Board

· Caldicott Board (Adults and Community Care)

· Surrey wide SAP Project Group

· SAP local working groups

· Surrey wide SAP Systems Group

2.
VALUES

The values that this policy rests on include:

2.1 The safety and health of service users, carers, staff and others is paramount

2.2 Service users’ needs and preferences should be at the centre of all services.

2.3 People must always be treated with respect and dignity, observing their right to privacy and confidentiality.

2.4 The needs and views of relatives and carers must be taken into account.

2.5 The signatories to the policy are committed to collecting, storing and sharing personal information with great care in accordance with the law and rules for acceptable practice and with due regard for the rights of service users.

2.6 We aspire to a policy of openness in our record keeping with service users whenever possible.

3.
OBJECTIVES OF THE POLICY

The objectives of this policy are:

3.1 To set out the principles of confidentiality and the appropriate sharing of information.

3.2 To provide a framework to clarify local procedures relating to access to service user information.

3.3 To establish mechanisms for monitoring and audit of this policy.

Please note that this document is a policy document only.  Procedures and guidelines are described separately within local Tier 3 policies.

4.
PURPOSES FOR WHICH RELEVANT INFORMATION MAY BE SHARED, SUBJECT TO SERVICE USER CONSENT

In order to deliver safe care of high quality, information may be shared, subject to the service user’s consent (see section 7) between the parties to this policy for purposes including the following:

Direct Care for Service Users

4.1 To enable safe and effective assessment for older people.

4.2 To enable safe and effective personal care and treatment.

4.3 To enable the provision of co-ordinated health and social care for the best outcome for the service user and carer.

4.4 To notify others as necessary to ensure the best assessment and management of risks to service users, their carers and relatives and to staff and the public.

Administration

4.5 To monitor and review the impact of services, policies, procedures and this document.

4.6 To administer and manage services effectively including financial and risk management.

4.7 To draw information together for service quality improvement and development.

4.8 To deal with complaints or challenges to the services or treatment or any professional or administrative malpractice.

4.9 Contracting for services specific to the service user.

Safety of Others

4.10 To reduce the risk of serious harm to others where there is evidence that others are at risk of serious harm.

Research

4.11 To enable research to be undertaken and in accordance with local ethical committee requirements. Unless absolutely necessary anonymised data must be used. Consent to use identifiable service user information cannot be assumed and must be explicit unless the research is of such significance that the public interest may justify disclosure.

Teaching

4.12 To enable teaching of staff, in accordance with Caldicott principles (see Section 6)

Specific Purposes

4.13 Purposes for which information may be shared with particular types of individual or group are outlined in Appendix 5, with the restrictions on that sharing.  Full definition of the information and access will be included in local Tier 3 policies.

5.
PRINCIPLES

5.1 The overarching principle governing the collection, storage and use of personally identifiable information by organisations involved in the Single Assessment Process is to support the most effective and efficient ways of meeting the needs of service users and carers.

5.2 This is fundamental to the common law ‘duty of care’.  Duty of care in the information handling context will be demonstrated by respecting privacy and confidentiality (except where there are specified exceptions).  Duty of care will ensure that personal records are kept accurate and up to date and objective.  The Data Protection Act requires that the processing of data must be fair and lawful in the context of the common law and other UK legislation.

5.3 Processing of information about people who use the agencies’ services is covered by the Data Protection Act 1998.  The actions of staff are also subject to contracts of employment, professional codes of conduct and by common law duty of confidentiality.  Each of the agencies is obliged by the Human Rights Act 1998 to respect the rights of service users and others to privacy and family life.

5.4 Information given for one purpose may not be disclosed to a third party or used for a different purpose without the consent of the service user other than in exceptional circumstances as described below.

5.5 The withholding of information must not jeopardise the service user or the public interest.

6.
DATA PROTECTION ACT 1998 AND CALDICOTT PRINCIPLES FOR THE PROTECTION AND USE OF SERVICE USER INFORMATION

6.1 The appropriate and accurate sharing of information between agencies and individuals concerned with the treatment and care of a service user, or the welfare of those who may be dependent on him/her, are underpinned by the Caldicott principles and 1998 Data Protection Act principles.  These principles apply to all participating agencies.

6.2 The Caldicott principles are outlined in Table 1, below.

TABLE 1

	CALDICOTT PRINCIPLES

	Principle 1:

Justify the purposes.

Every proposed use or transfer of patient-identifiable information within or from an organisation should be clearly defined and scrutinised, with continuing uses regularly reviewed by an appropriate guardian.



	Principle 2:

Don’t use patient-identifiable information unless it is absolutely necessary.

Patient-identifiable information items should not be used unless there is no alternative.



	Principle 3:

Use the minimum necessary patient-identifiable information.

Where use of patient-identifiable information is considered to be essential, each individual item of information should be justified with the aim of reducing identifiability.

	Principle 4:

Access to patient identifiable information should be on a strict need-to-know basis.

Only those individuals who need access to patient-identifiable information should have access to it, and they should only have access to information items that they need to see.



	Principle 5:

Everyone should be aware of their responsibilities.

Action should be taken to ensure that those handling patient-identifiable information – both clinical and non-clinical staff – are aware of their responsibility and obligations to respect patient confidentiality.



	Principle 6:

Understand and comply with the law.

Every use of patient-identifiable information must be lawful.  Someone in each organisation should be responsible for ensuring that the organisation complies with legal requirements.


6.3 Processing of all information will take place in accordance with the 1998 Data Protection Act Principles.  The Data Protection Act is not an obstacle to information sharing rather it sets out a framework expressing how information should be shared while respecting the privacy of the individual and their families.

The Act requires that anyone processing personal data must comply with the eight enforceable principles of good practice.  These are that data must be:

· Fairly and lawfully processed;

· Processed for limited purposes;

· Adequate, relevant and not excessive;

· Accurate;

· Not kept longer than necessary;

· Processes in accordance with the data subject’s rights;

· Secure;

· Not transferred to countries without adequate protection.

See the Glossary for a definition of the terms “data” and “processing”.  Also see the two schedules to the Data Protection Act 1998 for guidance on processing personal data and sensitive personal data.

7.
ISSUES SURROUNDING CONSENT

7.1 Service users have a right to know the standards of confidentiality maintained by those providing their health and social care, and these standards will be made known by agency workers at the first point of contact and during the process of receiving care.

7.2 Information that the service user must be given includes;

· The organisation collecting the information and with whom information will, or might need to, be shared

· What information may be collected and shared

· The reason for collecting and sharing the information (see section 4)

· How, where and for how long information will be recorded and held

· How the service user may access his/her own records and their rights of rectification

· What will be the minimum level of confidentiality afforded to any information provided or shared

· The choices available regarding different levels of information sharing/use

7.3 Service users will be asked to give their express consent to information sharing (see glossary for a definition of express consent). 

7.4 The service user’s wishes will be clearly recorded in his/her case records.

Exceptions to seeking express consent

7.5 There may be exceptional circumstances in which express consent cannot be safely obtained.  An example would be where:

A delay incurred by seeking express consent would involve a significant risk to the well being or health of the service user and/or those involved in his/her treatment and care and/or the general public.

7.6 If express consent cannot be obtained the reasons why will be recorded together with the detailed reasons for information sharing.  Procedures for assessment of the service user’s capacity to make their own decisions will be produced by the appropriate organisations.  Professionals will be able to seek advice from professional bodies, specialist or management staff when necessary.  Procedures and advice to staff will include the routes to be used to receive appropriate advice within the signatory agencies.

If consent is withheld

7.7 If a service user wants information about him/herself to be withheld from a particular use, from a particular person, or an agency, which might otherwise have received it.

· The service user’s wishes will be respected unless there are exceptional circumstances (see paragraph 7.15);

· Every effort will be made to explain to the service user the consequences  of their choice for care and planning, including the ability to arrange or continue to provide a service

· The service user’s wishes will be clearly recorded in his/her case records

· The service user will be informed that there may be circumstances where information might be shared even though consent has not been given for this in exceptional circumstances (see paragraphs 7.6 – 7.16 for circumstances); if the practitioner does not inform the service user about this, the reason why must be recorded in the case notes.

Incapacity to consent

7.8 Where a service user is unable to give consent, decisions to share information will be made on the service user’s behalf by those responsible for providing treatment/care, taking into account the views of carers and any advance directives made by the service user.  The service user’s best interests will be paramount.

7.9 In all cases, decisions regarding incapacity to consent and the reasons for taking this decision will be clearly recorded in the service user’s case notes, and reviewed at identified intervals.

7.10 Procedures will be produced, by the appropriate organisations, to advise managers and staff about the processes that will be used to assess capacity, who will take responsibility for making this assessment and action to be taken when a service user is assessed as lacking capacity.  Documentation of the assessment and decision-making process will be required.

7.11 In general a service user will be seen as lacking capacity to decide about sharing information if he or she;

a) Is unable to comprehend and retain information material to the decision, especially as to the consequences of sharing or not sharing information; and/or

b) Does not believe the information; and/or

c) Is unable to use and weigh this information in the decision-making process.

7.12 People close to the service user (e.g. carers, family members, friends) may be able to help inform in making decisions about capacity and about action to be taken if the service user is assessed as lacking capacity.  It may be appropriate to engage an independent advocate.

7.13 Capacity is “decision-specific”, which means that a service user may lack capacity to make a complex decision on a particular topic but may retain capacity to make other decisions.

Sharing information without permission/consent

7.14 There may be exceptional circumstances in which disclosure may take place without the permission of the service user.

DISCLOSURES TO PROTECT THE SERVICE USER

· An immediate need to jointly provide treatment or care and that by not doing so this would be harmful to the service user.

· Other disclosures may be made where a failure to disclose might put the service user at risk of serious harm

(See Appendix 2 RISK OF HARM)

PUBLIC INTEREST DISCLOSURES

Disclosures to protect children

· Disclosures may be made where there is concern that a child might be at risk of harm if information is not disclosed, or that it is necessary for the safety and welfare of the child to disclose information.  Disclosure should be made to the appropriate authority (usually this will be the Local Authority).  Services have a responsibility to safeguard children if they become aware of information which suggests that a child may be at risk of harm.
Disclosures to protect vulnerable adults

Disclosures may be justified;

· Where a failure to disclose might put a third party at risk of serious harm

· Where a failure to disclose might prejudice or delay the police in the task of preventing, detecting or prosecuting a serious crime.  In line with this specific procedures will be developed to meet the Crime and Disorder Act.

· Where a practitioner has concerns over a service users fitness to drive

· Where a practitioner who is treating a health or social services professional has concerns over the persons fitness to practice and that service users are being put at risk of serious harm.

DISCLOSURES IN CONNECTION WITH JUDICIAL PROCEEDINGS OR OTHER STATUTORY REQUIREMENTS

Judicial proceedings

· Disclosures may be made when ordered to do so by a Judge or Coroner.

Statutory requirements

· There are many statutory compulsory notification requirements e.g. Notification of births and deaths, abortions, communicable diseases, serious accidents, information about terrorism, information about road traffic accidents, Mental Health Act requirements.

7.15 Good practice will dictate that the service user is informed about the above obligations

7.16 Any decisions to share information without consent will be recorded, with the reasons for the decision.  

7.17 In an emergency the decision to disclose can be made by the care professional. The decision should then be referred back to their line manager and Caldicott Guardian. Otherwise the decision should be made in consultation with the Caldicott Guardian and the relevant line manager.

Reviewing consent

7.18 A service user’s consent will be reviewed regularly, as part of a consensual process at least at each care review.

8.
ACCESS TO RECORDS

8.1 Under the Data Protection Act 1998, service users (or someone authorised to act on their behalf) have statutory rights to know what information is held about them, and how to access this information.

8.2 There is a retrospective right of access to personal information held on computer or manual records.

8.3 The risk of serious harm to the physical health, mental health or condition of any individual can be grounds for denying access, under the specific Data Protection Orders relating to NHS and Local Authority Social Services.  Under Data Protection Orders relating to Health it is a requirement that an appropriate Health professional is consulted before any decision is made about access to Health records.

8.4 A service user may authorise a particular person to have access to the service user’s information.

8.5 Information given on a confidential basis may not be disclosed to a third party.

Local Procedure

8.6 Local procedures shall be in place for service users’ access to their records.

8.7 A third party may gain access to information on behalf of a service user.  This may be necessary when a third party is given Power of Attorney, and under provisions relating to the Court of Protection.  A service user may indicate that he/she wishes a particular person to have access to information about him/herself, and perhaps to act as an advocate.

9.
ACCESS TO INFORMATION BY CARERS

9.1
Carers hold a unique relationship with service users and consequently require special consideration.  It is recognised that there are particular risks and stresses associated with providing care.  Whilst there is no legal duty to share information with carers, good practice means that staff always explicitly seek the service user’s consent for information to be shared with a particular carer.  Service users have a right to withhold or withdraw consent, and staff should review and establish consent as part of regular reviews with the service user.  In some situations when the service user lacks capacity sharing of information with a carer may be needed.

9.1 There will be some circumstances where consent may be withheld, but it is deemed necessary and appropriate to share information on a need to know basis.  A disclosure in these circumstances could only be justified at the high level of prevention of serious harm.  Such circumstances may include, for example, where the safety of a carer and/or others may be comprised 

10.
AUDIT AND RESEARCH

10.1 Information may be taken from manual and computerised records of subscribing agencies to be used for audit, research and planning purposes.  This information would be made anonymous at an appropriate point in the process.

11.
BREACHES IN CONFIDENTIALITY

11.1 Responsibility of staff:

All staff managing and processing service user information are bound by a duty of confidentiality, normally through their contract of employment and in some cases the terms of their professional body membership. Each participating organisation must ensure their staff are subject of a confidentiality agreement.

Staff have a right and a duty to raise concerns about confidentiality and information security with their managers.  Staff, who express their concerns in line with current guidance will not be penalised.  Each of agency will have a policy on “duty to act” which will apply in these circumstances.

11.2 Safe Communication of Confidential Information

Organisations need to have secure mechanisms in place to ensure that confidentiality of service user information is not breached during the communication process e.g. the establishment of safe havens.

11.3 Procedure for dealing with breaches:

Each participating organisation must have their own procedures in place for dealing with any breaches of confidentiality.  All breaches or suspected breaches must be recorded and referred to a line manager who in turn will investigate and record the action taken in respect of the breach. 

All breaches will be recorded. The record must include the time and date the breach was discovered, who discovered it, the length of time it has been happening, the extent of its impact and likely implications.

Breaches will be investigated by the organisation from whom it originated. Where the breach has consequences for other participating organisations this should be reported to them immediately.

Unjustifiable breaching of service user/carer confidence will be a serious disciplinary offence to be dealt with under the policies and procedures of the employing organisation.

12.
MONITORING AND REVIEW

12.1 The monitoring and review of this Policy will be the responsibility of Chief Executives of the subscribing agencies.

12.2 The policy will be reviewed annually by the agencies subscribing to it.  The first review will take place in tbc.

13. IMPLEMENTATION OF THE POLICY 

This policy needs to be implemented in line with local processes for operating SAP. This will require:

13.1 Each organisation to ensure that their policies and procedures are comprehensive and address the issues outlined in this policy.

13.2 Joint mapping of local SAP processes, role specific information flows and access controls.

13.3 The development of generic consent procedures training materials and guidance for staff and posters and leaflets for the public. 

13.4 Development from the generic materials of local training materials and guidance for staff and posters and leaflets for the public.

13.5 Training staff in the local SAP and confidentiality processes.

13.6 APPENDIX 1

CONFIDENTIALITY LEAFLET

TO BE AGREED

APPENDIX 2

GLOSSARY/DEFINITIONS

BEST INTERESTS

When determining a service user’s best interests, the following are issues that need to be considered and noted in the service user’s records;

1. Does the treatment preserve life, prevent a deterioration in, or show improvement of physical or mental health?

2. Would the proposed treatment provide a clear benefit?

3. The chances of recovery, the invasiveness of the treatment and the severity of any likely side-effects.

4. Whether the giving or withdrawing of the proposed treatment is justified by the severity of the condition.

5. Whether another less invasive treatment is available.

6. The patient’s expressed wishes.

7. Any preference in an advance directive.

8. The patient’s right to life, right not to be subjected to inhumane or degrading treatment and the right to respect and privacy and family life.

9. For a patient with a Learning Disability, whether it would be appropriate to involve Community or Social Services.

CARE TEAM

A care team is the group of people who work together to provide the care needed by a particular service user.  This is wider than an organisational care team and will include all teams involved in the Single Assessment Process.

CARER

A carer is a person who provides care to a service user, and do not receive any financial reward for doing so.  This does not include staff who are contracted to provide care or members of voluntary organisations who have been included as part of a care plan.

CONSENT

Agreement, either expressed or implied to an action based on knowledge of what the action involves, its likely consequences and the option of saying no.  Further information is available in procedures and staff practice guidelines.

DATA

Data means information which;

a) is being processed by means of equipment operating automatically in response to instructions given for that purpose;

b) is recorded with the intention that it should be processed by means of such equipment;

c) is recorded as part (or with the intention that it should form part) of a relevant filing system (i.e. any set of information relating to individuals to the extent that, although not processed as in (a) above, the set is structured either by reference to individuals or be reference to criteria relating to individuals, in such a way that specific information relating to a particular individual is readily accessible); or

d) does not fall within paragraph (a), (b) or (c) but forms part of an “accessible record”.  An “accessible record” is defined in section 68 of the Act and can be summarised here as a health record, educational record (local education authority schools and special schools only), local authority housing record or local authority social services record.

It should be noted that data forming part of an accessible record may fall within paragraphs (a), (b), (c) or (d) of the definition of data.

EXPRESS CONSENT (see also the definition of consent)

Express consent is consent that is expressed orally or in writing (except where patients cannot write or speak when other forms of communication may be required).

RISK OF HARM

Disclosures to prevent serious harm or abuse also warrant breach of confidence. The risk of child abuse or neglect, assault, a traffic accident or the spread of an infectious disease are perhaps the most common that staff may face. However, consideration of harm should also inform decisions about disclosure in relation to crime. Serious fraud or theft involving NHS resources would be likely to harm individuals waiting for treatment. A comparatively minor prescription fraud may actually be linked to serious harm if prescriptions for controlled drugs are being forged. It is also important to consider the impact of harm or neglect from the point of view of the victim(s) and to take account of psychological as well as physical damage. For example, the psychological impact of child abuse or neglect may harm siblings who know of it in addition to the child concerned.

IMPLIED CONSENT (see also the definition of consent)

Implied consent is consent that is inferred from a persons conduct in the light of facts and matters of which they are aware, or reasonably should be aware of, including the option of refusal.

NEED TO KNOW

“Need to know” is information that is justified and required by a person in order to perform their role.

PERSONAL DATA

Personal data are defined in the Data Protection Act, at section 1 (1), as follows:    


“data which relate to a living individual who can be identified:-

· from those data, or

· from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller

and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual”.

PROCESSING (OF DATA)

Processing, in relation to information or data, means obtaining, recording or holding the information or data (which includes, in relation to personal data, obtaining or recording the information to be contained in the data) or carrying out any operation or set of operations on the information or data.

PUBLIC INTEREST

The Depart of Health guidance (which every health professional employed by the NHS must adhere to), ‘the Protection and Use of Patient Information’ at paragraph 5.6 includes the following:


It may sometimes be justifiable to pass on patient information without consent or statutory authority (statutory authority means when there is a court order or a law – e.g. laws covering the disclosure of certain infectious diseases – which requires the release of information).  Most commonly these (situations)involve the prevention of serious crime (the DOH guidance gives a list of some ‘serious crimes’ at Annex D), but can extend to other dangers to the general public, such as a public health risk or risk of violence.

In addition to our employers, guidance on confidentiality each health profession and the social work profession has its own professional guidance which gives advice on confidentiality and what is meant by ‘public interest’.  The professional guidance is all very similar – it is just slightly differently worded in each case.

SENSITIVE PERSONAL DATA

In the Data Protection Act “sensitive personal data” means personal data consisting of information as to –

(a) the racial or ethnic origin of the data subject,

(b) his political opinions,

(c) his religious beliefs or other beliefs of a similar nature,

(d) whether his is a member of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),

(e) his physical or mental health or condition,

(f) his sexual life,

(g) the commission or alleged commission by him of any offence, or

(h) any proceedings for any offence committed or alleged to have been committed by him, the disposal of such proceedings or the sentence of any court in such proceedings.

SERVICE USER

A service user is a person who is a patient or a client (but not a carer) of one of the services provided by the partner agencies. A service user may also be a carer.

APPENDIX 3

CONSENT PROFORMA

	Consent to share information

In order to give you the best possible care, we request that you sign the following.

· I have been given a copy of the information leaflet concerning the sharing of my information with relevant organisations                                                   

         Yes      □                      No    □


	· I consent to my information being shared         Yes      □         No    □ 



	· Consent gained over the telephone

Yes     □


	· Any issues regarding consent?  If so, please give details



	Signed

(Signature of person being assessed)

Name of person gaining consent:


	Date:




APPENDIX 4
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· EU directive on Data Protection, 1995

· Openness in the NHS, A Guide for the Public, NHSE, 1995

· Guidelines for Professional Practice, UKCC, 1996
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· Access to Health Records Act 1990

· Data Protection Act 1998

· Introducing Caldicott Guardians into the NHS, HSC 1999/012, January 1999

· The carers (Recognition of Services) Act 1996

· ‘Safer Services’ 1999

· EC Human Rights Act, 1998

· Confidentiality: Protecting and Providing Information, General Medical Council

· Good Psychiatric Practice: Confidentiality.  Royal College of Psychiatrists, CR85 2000

· Confidentiality and disclosure of health information.  Ethical Guidance from the British medical Association, December 1999

· Data Protection (Subject Access Modification) (Health) Order 2000 DoH Guidance “Working Together to Safeguard Children” December 1999

· DoH Reference Guidance on Consent for Examination or Treatment 2001
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· Data Protection (Subject Access Modification) (Social Services) Order 2000

· Confidentiality and disclosure of health information: Ethical guidance from the British Medical Association

APPENDIX 5

INTEGRATED RECORD:    ACCESS CONTROLS

	
	Access
	Controls

	The Public
	No access
	Need to validate identification

Need to apply through local procedures

Specify basis to limit or refuse access

	Carer
	No right of access but can view at request of Service user

May receive information relevant to caring role
	Need to ensure agreement of service user

Need to provide and record justification if consent is refused but focused access given

Need to validate identification

Need to apply through record access procedures

	Nearest Relative
	tbc
	Need to validate identification

Specific subset of information only

	Advocate
	No right of access but can receive information at request of service user
	Need to ensure agreement of service user

Need to validate identification

	Care Team Staff
	To be confirmed by local Tier 3 policy 
	Need to authorise as care team member

Need to ensure consent to process information has been understood and agreed

	Clinical/Care Colleagues in the Trust and Social Services
	To be confirmed by local Tier 3 policy
	Ensure the need to know has been justified

Ensure access is given and recorded in authorised manner

Ensure consents are honoured through records management

	Other Trust or Social Services staff
	To be confirmed by local Tier 3 policy
	Ensure that need to know has been justified

Ensure access is given and recorded in authorised manner relevant to routine or exceptional requirements

Ensure consents are honoured in records management and Caldicott principles applied

	Service partners including GPs, service providers in statutory or independent sectors
	To be confirmed by local Tier 3 policy
	Ensure that need to know has been justified

Ensure access is given and recorded in authorised manner relevant to routine or exceptional requirements 

Ensure that consents are honoured through own records management

Ensure procedure to handle information required by service provider as a condition of partnership

	Local management – all levels
	To be confirmed by local Tier 3 policy
	Ensure that need to know has been justified

Ensure identification

Have procedure to ensure that person-identifiable information is needed

Ensure Caldicott principles are applied

	Accountability inc local members, MP, Health Authority, PCTs, DH & NHS Inspectors, auditors, etc.
	Restricted access
	Expectation is that access to person-identifiable information is exceptional

Need to ensure agreement by service user

Need to validate identification

Need to apply record access through procedures?

Ensure need to know is justified

Ensure access is given, limited, recorded in authorised manner relevant to exceptional circumstances

Ensure Caldicott principles are applied

	Complaints Officer, Lay Chair, Independent Complaints Convenor, Ombudsman
	Access relevant to nature of complaint
	Need to ensure agreement by service user

Need to validate identification

Need to apply record access through procedures?

Ensure need to know is justified

Ensure Caldicott principles are applied

	Researchers
	Access only as specified via prior approval of the Responsible Officers and, where relevant Ethics Committee or Social Services equivalent
	Need to ensure records can be made anonymous

Need to ensure agreement by service user

Need to validate identification

Need to apply record access through procedures

Ensure Caldicott principles are applied


DOCUMENT REVISION HISTORY

	Date
	Author
	Version
	Section Updated

	5th May 2004
	David Crook

Medical Mosaic Ltd
	0.1
	“Interagency Policy on Confidentiality” for Mental Health v1.3 adapted for use in SAP.

	23rd June 2004
	David Crook

Medical Mosaic Ltd
	0.2
	Updated following comments from: Isobel Warren and Susan Morra  (East Sussex), Debbie Bell and Veronica Bezear

	30th June
	Debbie Bell
	0.3
	Refined issues on capacity.  Inclusion of list of organisations and SAP consent form


�I have not included a requirement that the service user signs a consent form. I feel this is too restrictive and can be left to individual organisational policy.


�In the first instance this will be around the BPI, Contact and Overview Assessments
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