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Document Purpose
 This document was produced by the FAME Programme to provide guidance and practical examples to all Local Authorities/Partner Agencies for an implementation of Multi-Agency working.  All documents are the property of FAME National Project, and to access these documents you have agreed to the terms and conditions set out in the accessing of these products from the FAME website.
 


For a further description of this document please see the Product Definition below stating exactly what the product is.  For more in depth explanation and guidance please see the FAME "How to Implement and Sustain a Multi-Agency Environment".

Memorandum of Understanding: 

formal agreement between different partners in a project outlining the roles and responsibilities, expected deliverables, methods for resolving disputes and most areas of partnership working.

	

	
	DATED
	2004
	

	

	
	SHROPSHIRE COUNTY COUNCIL

and

TELFORD & WREKIN BOROUGH COUNCIL
and

SHROPSHIRE COUNTY PRIMARY CARE TRUST

and

TELFORD AND WREKIN PRIMARY CARE TRUST


	(1)

(2)

(3)

(4)

	
	MEMORANDUM OF UNDERSTANDING

in respect of the FAME Project for Integrated Mental Health Records


	


THIS MEMORANDUM is made on                                                    2004 BETWEEN:

(1) SHROPSHIRE COUNTY COUNCIL of The Shirehall, Abbey Foregate, Shrewsbury (“SCC”);

(2) TELFORD & WREKIN BOROUGH COUNCIL of Civic Offices, Telford (“TWC”);

(3) SHROPSHIRE COUNTY PRIMARY CARE TRUST of Shelton Hospital, Bicton Heath, Shrewsbury, SY3 8DN (“SPCT”); and

(4) TELFORD AND WREKIN PRIMARY CARE TRUST of Sommerfeld House, Sommerfeld Road, Trench Lock, Telford, Shropshire, TF1 5RY (“TWPCT”).
THE PARTIES WISH TO RECORD THE FOLLOWING:
1 Definitions

1.1 The following words shall have the following meanings:-

“Lead Authority” means The London Borough of Lewisham;

“Main Agreement” means the contract dated 23 May 2003 between the Lead Authority (1) Bradford Metropolitan District Council (2) The London Borough of Bromley (3) Newcastle City Council (4) Shropshire County Council (5) Woking Borough Council (6) Wirral Borough Council (6) and the University of Newcastle;

“the Project” means the FAME Project for Integrated Mental Health Records which is a Government-sponsored initiative to facilitate multi-agency working with the aim of integrating mental health records in the Shropshire area and includes the Partners mentioned herein
“the Partners” means Shropshire County Council,  Borough of Telford and Wrekin; Shropshire Primary Care Trust and Telford and Wrekin Primary Care Trust

2 Statement of Aims and Objectives

2.1 SCC has entered into the Main Agreement in order to further the Government’s e-government proposals and to improve information sharing in respect of mental health records.

2.2 SCC is receiving funding for the Project from the Office of the Deputy Prime Minister (‘the ODPM’) and acknowledges that it will use the funding to promote the aims and objectives of the Project at all times. 
2.3 The Partners are recording their commitment to the Project by this Memorandum of Understanding (‘the Memorandum’) in the spirit of partnership and co-operation.
3 Responsibilities of SCC

3.1 SCC shall
3.1.1 grant  a non-restrictive, non-exclusive licence to each of the other Partners in perpetuity for any product created by the Partners (or any one of them) in connection with the Project. 

3.1.2 treat any information received from the contributing Primary Care Trusts (‘the PCTs’) and the other Local Authority (TWC) within the correct legal framework for the sharing of data in the public sector, having regard to the vires requirements between different public authorities, to ensure that illegal data-sharing does not occur.
4 Responsibilities of the Partners

4.1 Each Partner shall (subject to the overriding presumption that only the Partners’ authorised staff who are directly involved in the Project shall have access to patient identifiable information):
4.1.1 Use its reasonable endeavours to work in the spirit of co-operation and partnership with the other Partners to achieve the aims and objectives of the Project;
4.1.2 use its reasonable endeavours to assist SCC with any reasonable requests so that SCC may comply with SCC’s obligations under the Main Agreement;
4.1.3 using its absolute discretion provide to SCC monitoring or accounting reports which are directly related to the Project that SCC reasonably requires;
4.1.4 in its absolute discretion allow SCC and its auditors (statutory or otherwise) to access information held by it which relates solely to the Project (other than patient identifiable information) and will require reasonable written notice from SCC to do so;
4.1.5 use its reasonable endeavours to maintain confidentiality regarding information it becomes aware of in connection with the Project and use its reasonable endeavours not to divulge the same to any third party without the consent in writing of SCC;
4.1.6 use its reasonable endeavours to implement appropriate organisational and technical measures to ensure the integrity and security of information obtained in connection with the Project and use its reasonable endeavours to comply with the provisions of the Data Protection Act 1998.
5 Disputes

5.1 The Partners want the Project to succeed and to that end agree that wherever possible they will approach any discussions in an open and friendly manner, and where a dispute may arise will use their reasonable endeavours to discuss the matter with a view to resolving it. 
6 Indemnity 

6.1 Each of the Partners agrees that its indemnity will apply in the case of default or negligence by that Partner in the course of the carrying out of its tasks under this Memorandum.

6.2 Should any Partner withdraw where previous decisions to commit funds are still current then the Partner seeking to withdraw will be held liable for 50 % (FIFTY PERCENT) of the financial loss incurred in connection with the re-siting of the host server as a result of their withdrawal.

7 Termination

7.1 Each Partner agrees that it is entering into this Memorandum to show its commitment to the Project and where possible, will use its reasonable endeavours to notify the other Partners that it wishes to withdraw from the Project giving at least three months’ notice in writing to SCC; 

7.2 Should any proposed decision in connection with the Project be likely to require a Partner to breach any of its standing orders or financial regulations, the Partner may either veto that decision or withdraw from the Project entirely without giving notice referred to in clause 7.1 above;
7.3 Should the implementation of any decision proposed by any of the Partners in connection with the Project be likely to put a Partner at significant financial or other risk, and if the risk is likely to affect its own ability to participate in the Project, the Partner will in its absolute discretion be able to withdraw from the Project without giving notice referred to in clause 7.1 above.

8 Project Review

8.1 This Agreement shall be formally reviewed annually between the Partners in writing.
	SIGNED by authorised signatory on behalf of SHROPSHIRE COUNTY COUNCIL


	)

)

)

)
	


	SIGNED by authorised signatory on behalf of TELFORD AND WREKIN BOROUGH COUNCIL


	)

)

)

)
	

	SIGNED by authorised signatory on behalf of SHROPSHIRE COUNTY PRIMARY CARE TRUST


	)

)

)

)
	

	SIGNED by authorised signatory on behalf of TELFORD AND WREKIN PRIMARY CARE TRUST


	)

)

)

)
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Appendix 1

Definitions And Glossary
Aggregated Data

Data which has been reduced to such an extent, that it is no longer possible, by any means, to identify any individual. Typically this will include information for statistical returns at both local and national level.

Caldicott Guardian

A designated health or social care professional (usually a senior manager) responsible for ensuring that the (Caldicott) principles governing the sharing of patient-identifiable information are adhered to within their organisation. (See Appendix 3).

Child
Person aged 0 to 18 years

Client

This can be a child (see Child), a young person (see Young Person) or their parent/guardian/carer (see Parent/Guardian/Carer) according to the context of the statement within which it appears (see Data Subject) 
Client Identifiable Information

Information relating to a living individual, including their image or voice, who can either be identified from that information on its own or from that and other information available to the Data Controller (see Personal Data).
Confidential Data

For the purpose of this Protocol this consists of professionally sensitive data not detailed in the Data Protection Act 1998, but has been identified as being of a personal and sensitive nature by the organisations subscribing to this protocol. For example:

· history of abuse


o    care history

o    financial status

·    school attendance problems
o    substance misuse
o    opinions



Signatories to this protocol agree that professionally sensitive data will be treated in the same manner as Sensitive Data as defined in the 1998 Act (see Sensitive Data), and therefore will not be processed unless at least one condition from both schedule 2 and schedule 3 are met.(See Appendices 4 and 5 for Schedule conditions)
Consent Form 

A signature required confirming that an individual has given consent to share data with, or between, specific organisations or individuals. This can be withdrawn or withheld without notice or reason. For those aged under 12 years, or otherwise classed as unable to give consent, the appropriate parent/guardian/carer can do so on their behalf.

DAP 

(See Declaration of Acceptance and Participation.)

Information which is processed by computers or other electronic equipment or manual data structured by reference to individuals, or by reference to criteria relating to individuals, in such a way that specific information relating to a particular individual is readily available including that individual’s image and/or voice.

Data Controller

The person, (within each of the Partner Organisations with legal responsibility for adherence to the Data Protection Act 1998), who determines the purposes and the manner in which any personal data is to be processed. 

Data Protection Officer

Person employed to develop and maintain comprehensive data protection and confidentiality policies and procedures and ensure that the company is complying with regard to relevant legislation such as Data Protection, Freedom of Information etc.

Data Subject

The person about whom information is held (see Client).

De-personalised Data

Data about an individual from which all personally identifying information has been removed, including any unique identifiers such as a computer reference number.

Declaration of Acceptance and Participation (DAP)

A form to be signed by all partner organisations agreeing to the details contained within the Information Sharing Protocol. It gives full details of the signatories and their respective companies.

Designated Liaison Officer

The nominated person or persons within the organisation who deal with all matters concerning the sharing of information with other organisations.

Explicit Consent
An unambiguous expression of agreement on the basis of what is clearly sufficient information to enable the person giving it to understand the implications of giving consent.

Fair Processing Notice

This is issued to children, young people and their families to inform them what information is being collected and recorded about them, the reasons for doing so, under what circumstances it might be shared and why, and their right of access to the data.  

Image/Voice Consent (Use of)
This means the client has agreed to, and signed a form stating that, their image and/or voice can be used/shared for the specific purpose(s) as indicated. (see Explicit Consent.)

Information Commissioner
(OIC) (Previously known as the Data Protection Registrar)

The Commissioner is a UK independent supervisory authority reporting directly to the UK Parliament and has an international role as well as a national one. It enforces and oversees the Data Protection Act 1998 and the Freedom of Information Act 2000.

In the UK the Commissioner has a range of duties including the promotion of good information handling and the encouragement of codes of practice for data controllers, that is, anyone who decides how and why personal data, (information about identifiable, living individuals) are processed.

Information Sharing Arrangement (ISA)

A signed, individualised, document between the Partner Organisations on what information will be shared, with whom, over what period and how and why it will be shared.

Information Security Policy

A statement of an organisation’s security arrangements in respect of their processing of personal and confidential/sensitive data.  It must make reference to the physical and environmental issues, the need to maintain data confidentiality and integrity, appropriate user permissions and access levels, audit and monitoring procedures, etc. 

Informed Consent 
An individual has been provided with sufficient information to enable them to understand what they are consenting to. This includes the processing of their data and the roles of the organisations to which data may be passed.
ISA

(See Information Sharing Arrangement.)

Notification

Notification with the Information Commissioner to process data relating to living individuals as required by the Data Protection Act 1998.

Parent/Guardian/Carer (PGC)

This is a Parent or Guardian who, within the meaning of the Children Act 1989, is deemed to have “Parental Responsibility”. A Carer has care of the child but does not have “Parental Responsibility”.
Partner Organisation (Organisation(s))

Those organisations which have signed this protocol.  There may also be a working partnership agreement.

Partnership Agreement

A document that outlines the common aims and objectives of each organisation and describes how through partnership working each party can support the other in the achievement of these.  It will state any joint working arrangements and may include reference to the resources each party will contribute. 

Personal Data

Information relating to a living individual who can either be identified from that information on its own or from that and other information available to the Data Controller (see Client Identifiable Information).

Processed

Obtaining, recording or holding personal data (see above) or carrying out any operation or set of operations upon it, including its’: organisation, adaptation or alteration; retrieval, consultation or use of the data; disclosure of the data in any way; alignment, blocking, erasure or destruction. (It is difficult to find any action that does not count as processing according to this definition)
Secondary Disclosure

Disclosure by the person to whom information has been disclosed to another agency or person; e.g. a doctor provides to a school and the school passes it to the local authority social services department.

Sensitive Data

Data held about an individual which contains both personal and sensitive information. There are only seven types of information detailed in the Data Protection Act 1998 that are deemed as sensitive:

· racial or ethnic origin


o   religious or other beliefs

· political opinions


o   trade union membership

· physical or mental health

o   sexual life

· criminal proceedings or convictions

Sensitive data detailed in the Data Protection Act 1998 cannot be processed unless at least one condition from both schedule 2 and schedule 3 are met. (see Confidential Data) (See appendices 4 and 5)
Subject Access Request

A request made in writing or electronically to the relevant Data Controller by the Data Subject or, if appropriate, their designated legal representative to have access to their information as recorded by the organisation.

Young Person

Persons aged 13 – 19 and those with additional needs up to the age of 25 (as stated in the Learning and Skills Act 2000).

Appendix 2

Freedom of Information Act 2000
The Freedom of Information Act (FOIA) 2000 gives an individual a general right of access to all types of recorded information held and reasons for decisions made by public authorities. It is designed to promote greater accountability and openness by public authorities for their communities and residents. Different groups of public authorities come within the scope of the Act in stages. An individual’s right to request information comes into force on January 1st 2005.

The general duty to disclose information is subject to a number of exemptions such as audit functions, information relating to investigations and proceedings conducted by public authorities and information which (if disclosed) would prejudice the effective conduct of public affairs. Personal data which is covered by the Data Protection Act 1998 is also exempt together with information which is intended for future publication.

The right of access applies to recorded information in all forms, for example, emails,

photographs, recorded telephone calls, board meeting minutes, policies and procedures.

It is accorded to any member of the public, whether an individual or a legal entity such

as a company. For example, freedom of information laws could be used by the press in

order to clarify information for a story, therefore a journalist may make a request to a

public authority for information relating to a story on behalf of his or her organization.

Responding to requests

Under the FOIA, public authorities are required to respond to a request for information within 20 working days. Public authorities are permitted to seek further information from the applicant to assist in identifying and locating the requested information. In these cases, the deadline for response begins upon receipt of the additional information. 

The FOIA specifies certain conditions for requests.

· Requests for information must be in writing, must state the name of the applicant and an address for correspondence and must describe the information requested.

· Requests may be sent by email or other electronic means.

· Reasons for requests need not be given by applicants.

· Public authorities need not comply with vexatious requests or repeated requests for the same or similar information.

· A fee may be charged by public authorities for handling requests for information

Applicants can express a preference for the means by which they receive the information. There are three options.

1. Provision in permanent form or another form acceptable to the applicant.

2. Opportunity to inspect a record containing the information.

3. Provision of a digest or summary of the information in permanent form or another form acceptable to the applicant.

Public authorities must provide the information in accordance with that preference only

so far as is reasonably practicable. Public authorities should note that according to the FOIA it is an offence to alter records with intent to frustrate a right of access.

Public authorities are under a duty to provide advice and assistance to persons making requests.

Exemptions for personal data under the FOIA

One of the most important absolute exemptions from the FOIA relates to where the information held by the public authority is also “personal data”. This exemption attempts to preserve the individual’s right to privacy, which could be threatened by allowing unlimited access by members of the public. The exemption would actually be better described as three different exemptions as the three parts of the exemption each have a different effect. 

Information is exempt:

a) where it constitutes personal data of which the applicant is the data subject. In such cases an applicant’s request for his or her own data will be treated as a subject access request under the DPA and will be subject to the same time limit for response (40 days and the same exemptions). The public authority need not therefore respond separately to the request for access as a freedom of information (FOI) request; 

b) where the information constitutes personal data of which the applicant is not the data subject but where disclosing the data would breach any of the eight Data Protection Principles, then the information will be exempt from access; 

c) where the information constitutes personal data but the applicant is not the data subject and the data is of a type which would benefit from one of the exemptions from subject access under the DPA (i.e. data which could not be obtained even by the data subject because of exemptions under the DPA).

Public authorities may receive single FOIA requests which cover both personal and non-personal information. Mixed requests will need to be handled carefully, as difficulties may arise where different regimes apply. Public authorities will need to ensure that they have a procedure

in place for identifying and responding to mixed requests, and should provide guidance

and training for staff which encompasses:

Filtering personal data from non-personal data

Staff will need to be able to distinguish between personal and non-personal data in a request. 

Applying different sets of exemptions

The DPA applies certain exemptions to the release of personal data. Different exemptions apply under the FOIA for requests for non-personal information.

Managing separate deadlines

Under the DPA, a data controller has 40 calendar days to respond to a subject access request. Under the FOIA, public authorities have 20 working days to respond to the request. It is important that the organisation manages the expectations of applicants, where there are different time limits applying, by being clear in any communication with the applicants that not all of the information will be provided at the same time.

Permission to reproduce extracts from BS PD0012-9:2002 (Authors: Nicola McKilligan and Ingrid Wilson) is granted under licence number 2004CO002.  

British Standards can be obtained from BSI Customer Services, 389 Chiswick High Road, London W4 4AL.  

Tel:  +44 (0)20 8996 9001.  email: cservices@bsi-global.com

Appendix 3

The Caldicott Principles

The Caldicott Principles govern the exchange of patient –identifiable information in the health service (NHS Bodies) and between NHS bodies and local authority social services departments. 

In some areas they have been adopted as a code of good practice across local authority departments as a condition of data sharing agreements and protocols.

The six principles are:

1.
Justify the purpose for which the data is sought

2.
Only use patient identifiable information where it is absolutely necessary

3.
Use the minimum necessary patient identifiable information

4.
Access to patient identifiable information should be on a strict ‘need to know’ basis.

5.
Ensure that everyone with access to patient identifiable information is aware of their responsibilities in relation to it.

6. Users of patient identifiable information must understand and comply with the law.


Appendix 4

Information Sharing Checklist
Checklist to Establish the Legality of Information sharing 

	1A. Is there a statutory basis (express or implied) for obtaining/ sharing the information or a Court Order requiring it? (see (i))
	

	1B. If so, are there any limits on what I can do with the information under the Statute or Order?

	

	
	

	2A. It is likely to be personal or sensitive personal information to which the Data Protection Act applies.
	
	2B. You will need to have complied with a condition of Schedule 2 (personal information) and Schedule 3 (sensitive personal information) so as to permit the obtaining/sharing.   (see (ii))

	

	
	

	3A. Why do I/they want the information?
	

	3B. Can I/they show a sufficient “need to know?”

	
	
	

	4A. Generally consent should be sought before the information is shared.  If consent can be obtained it will overcome many of the obstacles to disclosure.
	
	4B

(1) If you decide to seek consent is it clear, unconditional and, where necessary, explicit?

(2)  If consent cannot realistically be obtained is there another justification for disclosure without consent?

(3)  If a duty of confidence arises and you do not have any consent to share the information you need to weigh the harm that would result from the breach of confidence against the harm from a failure to disclose, i.e. is there an “overriding public interest” to disclose? (see (iii))

	

	
	


	5A. You need to be able to demonstrate that you have considered Article 8 of the European Convention of Human Rights, i.e. the right to respect to a private and family life.  You recorded reasons for sharing the information should make reference to this (see (iv)).
	
	5B. Is the disclosure

(1)  in accordance with a statutory or other power authorising disclosure? 

(2)  necessary for the prevention of crime/disorder or for the protection of 

(i)  health or morals, or

(ii)  the rights and freedom of others

(3)  proportionate i.e. only to the extent necessary to achieve the particular pressing purpose.

	

	
	

	6A. Will there be a further disclosure to a “third party”?  Consider all of the questions in this checklist and see (v).
	
	

	

	
	

	7A. Do you intend to share information about an (alleged) abuser (as opposed to a specific child or vulnerable adult)  Consider all of the questions in this checklist and see (vi).  

Do you “honestly and reasonably”  believe there is “pressing need” to share information so as to protect another individual? Consider the following:

(1)  How strong is your belief in the truth of the particular allegation?

(2)  What is the interest of the third party in receiving the information? 

(3)  What is the degree of risk posed by the individual if disclosure is not made?
	
	7B.  

(1)  The greater the conviction that the allegation is true the more compelling the need for disclosure.

(2)  The greater the legitimacy of the interest of the third party is having the information the more important the need to disclose.



	

	
	

	8A. Consider consulting (rather than seeking consent from) the individual about any proposed disclosure.


	
	8B. This should generally be done unless it would increase the risks of harm.  Often it will be appropriate to inform the individual of a proposed disclosure in sufficient time to enable that person to seek an injunction.  

	
	
	


	9A. Are you satisfied that the practical systems are sufficiently secure and controlled to ensure that the information will only be seen by those who need to know. (see (vii))
	
	9B. Disclosure must be to the correct person i.e. the person who can avoid/ prevent the risks.  They must know what to do with it and understand its confidential and sensitive nature.

	

	
	

	10A. Ensure that only that information which is necessary to prevent harm is disclosed.  It will rarely be all the information available.
	
	10B. Consider asking the potential recipient whether they already have any relevant information.  If they do disclosure may not be necessary.


	 (i)
	Lawful authority requirement (vires)


The first step for a public body seeking to collect, use or share data will be to identify a statutory duty or power enabling it to act.  This may be from express or implied statutory powers. As far as children are concerned the express statutory provisions of direct relevance are as follows:

Children Act 

Section 17: it shall be the general duty of every Local Authority to safeguard and promote the welfare of children within their area who are in need.  

Part 1 of Schedule 2 - Local Authorities must take reasonable steps to:

	-
	identify the extent to which there are children in need in their area

	-
	to prevent children within their area from suffering ill-treatment or neglect


The CYPU guidance states: “In order to fulfil their general duties under s.17, Local Authorities must be able to collect and analyse relevant information in order to establish how many children in need there are within their area and the nature of the needs for which they must provide appropriate services.”  Although It should be noted that s.17 is only concerned with children in need the DoH’s “Working Together” Guidance notes that “the definition of a “child in need” is wide and will embrace children in a diverse range of circumstances.”

Section 27: Local Authorities can seek assistance from others such as Housing, Health and Education if it believes it would assist it to perform its functions under Part III of the Children Act.  Those consulted must provide help by responding to the request unless to do so would be “incompatible with its own duties or would unduly prejudice the discharge of its own functions.”

Section 47: Where a Local Authority has reasonable cause to suspect that a child [in its area] is suffering, or is likely to suffer significant harm, it shall make such enquiries as it considers necessary to enable it to decide whether it should take any action to safeguard or promote the child’s welfare.  

As with s.27, Housing, Health, PCTs and NHS Trusts have a duty to assist the Local Authority with its enquiries under s.47 unless to do so would be “unreasonable in all the circumstances.”

The DoH’s Framework for the Assessment of Children in Need states: “Where there are concerns that a child may be suffering or is likely to be suffering significant harm, it is essential that professionals and other people share information for it is often only when information from a number of sources has been shared and is then put together that it becomes clear that a child is at risk or is suffering significant harm.  Unless to do so would place the child at increased risk of significant harm the nature of the child protection concerns should be explained to family members and their consent to contact other agencies sought.”  

The CYPU guidance states:  “A positive duty is imposed upon Local Authorities to safeguard and promote the welfare of children in need in their area and to make enquiries if they suspect that a child is suffering or likely to suffer significant harm....These duties can only be fulfilled if there is an open culture and willingness to share relevant, or potentially relevant information..... Provided you have some reasonable cause to suspect that the child may be suffering or likely to suffer significant harm you are entitled to make all the enquiries you consider necessary to establish whether your suspicions are well-founded.

Local Government Act 1972
Section 111(1) - provides that a Local Authority “shall have power to do anything... which is calculated to facilitate, or is conducive or incidental to, the discharge of any of their statutory functions”.  

Local Government Act 2000
Section 2(1) - empowers Local Authorities, amongst other things, to do anything which they consider is likely to promote or improve the social well-being of their area, provided it is not prohibited by other legislation.  

ODPM guidance encourages Councils to regard s.2 as a power of “first resort” and to use it in appropriate situations rather than searching for a specific power elsewhere.  

The CYPU guidance states:  “S2 provides a very wide basis for the sharing of information wherever that information is required to enable the Local Authority to fulfil its functions which promote the well-being if people (including a sub-group such as children) within its area.... The reduction or elimination of risk factors for children will promote their well-being.  

The Department of Constitutional Affairs advises:  “Section 2 is of particular relevance as it is designed to ensure that service delivery is co-ordinated in ways which minimise duplication and maximise effectiveness.  Section 2 would permit many types of data sharing partnership between Local Authorities and other where the proposed data sharing will achieve one of the objects set out in section 2(1) and where there is no statutory prohibition (express or, in very rare cases, implied) restricting the data sharing proposed.  Section 2(5) makes it clear that a Local Authority may do anything for the benefit of a person outside their area if it achieves one of the objects of section 2(1).  

Education Act 1996
Section 13: “A LEA shall (so far as their powers enable them to do so) contribute towards the spiritual, moral, mental and physical development of the community by securing that efficient primary and secondary education are available to meet the needs of the population of their area.”

The CYPU guidance states: “Details of the number of children in the Local Authority’s area and an analysis of their needs would be required in order to fulfil this duty... Provided the information sought is genuinely needed to enable the Local Authority to carry out its general functions under s.13, this section provides a useful basis for seeking information on a broad range of issues that will, or are likely to affect a child’s development.” 

Crime and Disorder Act 1998
Section 115: authorises (but does not require) relevant Authorities (such as Local Authorities, Health and Police) to disclose information where it is “necessary or expedient” for the purposes of any provision of the Act i.e. the prevention and reduction of crime and the identification and apprehension of offenders or suspected offenders.

S.115 overrides the common law duty of confidence and whilst there is no need to obtain consent from the person to whom the information relates prior to its disclosure, certain general principles still apply i.e. information should only be disclosed on a need to know basis and the minimum amount of information necessary to fulfil the statutory duty should be provided.  

Non-Statutory Bodies 
The CYPU guidance suggests that the legislative provisions listed above can be exercised by non-statutory bodies such as voluntary agencies which are assisting statutory undertakings to fulfil statutory functions.

Implied Statutory Powers

The Department of Constitutional Affairs gives the following guidance:

Where there is no express statutory power to share data it may still be possible to imply such a power.

Many activities of statutory bodies will be carried out pursuant to implied statutory powers particularly as it might be difficult to expressly define all the numerous activities that a public body may carry out in connection with its day to day operations.  This is particularly in relation to activities such as data collection and sharing which are not of themselves usually express statutory functions.  In order to imply a power to share data, one must first of all be satisfied that the body in question has the vires to carry out the basic function, to which the sharing of data is ancillary.  Without the power to do the activity there can be no implicit power to share data.  

It is clear that government departments that are created by statute do have implied powers to share data where there is no express statutory power to do so.  There are a number of authorities that support this in the context of disclosing confidential information prevent wrongdoing.  For example, in R v Chief Constable of the North Wales Police, ex parte AB [1998] 3 ALL ER 310 the extent of data sharing power was considered in relation to the disclosure of information about paedophiles to individuals living in an area that put them at risk.  Here it was accepted that the police has the power (either implied statutory or common law) to disclose information for the purposes of performing their public duties.  A similar conclusion was reached in the care of Woolgar v Chief Constable of Sussex Police [2000] 1 WLR 25 were it was accepted that the police had the power to disclose information to a regulatory body for the purposes of an inquiry as this was in the public interest.  Here, there was clearly a strong public interest for making the disclosure in question.  

In Maddox v Devon Council the Council had disclosed information extracted from its files to a university at which Mrs Maddox had obtained a place to study to become a social worker.  She argued the information gave an unfair and misleading impression of her in relation to her parenting skills and her fitness to be a social worker.  

The council accepted that there was an obligation of confidentiality in respect of the files, but argued that the disclosure of the information was necessary in the public interest.  In particular, the council was concerned that her fitness to be a social worker given that social services had been involved in the upbringing of her son (S) almost since his birth.  S had exhibited considerable signs of disturbance during his childhood and she had refused to accept any responsibility for his difficulties.  His name was eventually placed on the child protection register on the basis of emotional abuse.  

The Court held that the council’s disclosure was not a disproportionate reaction to the perceived problem.  It was proper for the council to draw the university’s attention to its concerns so that the university could make its own decision.  It was a matter of pubic interest that unsuitable persons should not become social workers.  

The primary obligation lay on the council to decide whether or not to make the disclosure and there was no requirement for it to obtain a ruling from the court before doing so.  In general, as a matter of good practice, before making a disclosure in a case such as the present, a party in the council’s position should inform the subject of the disclosure of that intention in enough time to enable that person to seek an injunction from the courts.  
(ii)     Data Protection Act 1998
The Data Protection Act applies to personal data which is widely defined as data whether stored electronically or in a relevant (manual) filing system, which relates to a living individual who can be identified from those data. It includes manual records held in a “relevant filing system i.e. a filing system structured so that the information relating to a specific individual can be readily accessed. It includes any expression of opinion about the individual and any indication of the intentions of any person in respect of the individual.

It applies to anything at all done to personal data (“processing”), including collection, use, disclosure, destruction and merely holding data.  Even disclosing personal data from one part of an organisation to another will amount to processing.

Organisations processing personal data (“controllers”) must comply with the data protection principles.  The key principles for the purposes of this guidance are that data must be:

 fairly and lawfully processed (1st):- this requires, amongst other things, that there must be a statutory power enabling the processing and that the person from whom the data is obtained must not be deceived or misled as to the purposes for which the data is to be processed.  You cannot use information obtained for one purpose for another “incompatible” purpose.  It is a particular requirement that the conditions of Schedules 2 and 3 (see below) are met.  

 processed only for specified, lawful and compatible purposes (2nd)

 adequate, relevant and not excessive (3rd)

 accurate and where necessary, kept up to date (4th)

 kept for no longer than necessary (5th)

 shall be processed in accordance with the rights of data subjects (6th): 

· right of subject access

· right to prevent processing likely to cause damage or distress

· right to prevent processing for the purposes of direct marketing 

· rights in relation to automated decision taking 

· right to take action for compensation if the individual suffers damage (as a result of any breach of the act)

· right to take action to rectify, block, erase or destroy inaccurate data

· right to request the Information Commissioner for an assessment to be made as to whether any provision of the Act has been contravened.

 kept secure (7th)

“Personal Data” 
	Sharing of personal data is legitimate (Schedule 2, Data Protection Act 1998) if at least one of the following applies:

	
	
	

	(1)
with the data subject’s consent, which  may be implied

	
	
	
	

	(2)
for compliance with any legal obligation (other than contractual)

	
	
	
	

	(3)       to protect the vital interests of the data subject.

(4)       where processing is necessary: for the administration of justice or the exercise  

           of  any powers conferred on any person by or under enactment.  This will cover 

           data processing carried out pursuant to express statutory powers or reasonably 

           required or ancillary to the exercise of express or implied statutory powers.

(5)       for the legitimate interests of the data controller unless outweighed by the interests 

          of the data subject. 

	
	
	
	

	Sensitive Personal Data

	
	
	
	

	“Sensitive personal data” includes information regarding a person’s physical or mental health, sexual life, racial or ethnic origin, political/religious/other opinions and beliefs, trade union membership and commission or alleged commission of offences.  The sharing of sensitive personal data is legitimate (Schedule 3, Data Protection Act 1998) if at least one of the following also applies:

	
	
	
	

	(1)       with the explicit consent of the data subject.

	
	
	
	

	(2)       necessary ,

(a) 
in order to protect the vital interests of the data subject or another 
person, in a case where -

	
	
	
	

	(i)         consent cannot be given by or on behalf of the data subject, or



	
(ii)
it cannot reasonably be expected to obtain the consent of the data subject,      

                       or

	
	
	
	
	
	
	

	(b)       in order to protect the vital interests of another person, in a case where 

           consent by or on behalf of the data subject has been unreasonably withheld.

	
	
	
	
	
	

	(3)
necessary for administration of justice or in the exercise of functions conferred by an enactment.

	
	
	
	
	
	

	(N.B. The Information Commissioner has advised that “vital interests” should be equated with life or death situations).


Exemptions

There are a number of important exemptions contained in the DPA that may be relevant in the context of public sector data sharing, although as a matter of good practice public bodies wishing to share data should seek to do so in accordance with the data protection principles where possible, even if an exemption is available.

Certain exemptions apply to “non-disclosure provisions” which are defined in section 27(3) and (4) as including:

	(a)
	the first data protection principle, except to the extent to which it requires compliance with the conditions in Schedules 2 and 3, and

	
	

	(b)
	the second, third, fourth and fifth data protection principles, (see above), to the extent to which they are inconsistent with the disclosure in question”. 




This is an important caveat, as if in any particular case compliance with (for example) the fairness requirement in the first data protection principle is not inconsistent with the disclosure in question, there will be no exemption from that requirement.

Section 29 of the DPA exempts from certain provisions of the Act personal data processed for (i) the prevention or detection of crime; (ii) the apprehension or prosecution of offenders; but only where the application of those provisions would be “likely to prejudice” any of these purposes.  This exemption applies to, among other things, the First Data Protection Principle (except to the extent to which it requires a compliance with Schedules 2 and 3) and the non-disclosure provisions.  Accordingly, this exemption would cover disclosure of personal information for the specified purposes provided that a Schedule 2 or Schedule 3 condition is also met.  Public bodies may benefit from this exemption particularly those for whom the investigation of crime or the prosecution of offenders is their primary purpose.  It should be noted that the “likely to prejudice” test is not a light one and must be satisfied in the circumstances of a particular case; thus the exemption must be applied on a “case by case” basis and could not be used to justify routine data matching or sharing.  

	(iii)     Common Law Duty of Confidence




The processing of both personal and sensitive personal data may be shared (without consent), under the Data Protection Act if necessary for a particular statutory function.  Certain functions have been identified above.

	
	

	However, even if you can satisfy the Data Protection Act “necessity” test, it is imperative to consider whether a common law duty of confidence attaches to the data.

Information will be regarded as confidential where it is reasonable to assume in circumstances that the provider of the information expected it to be kept confidential.  A duty of confidence is characteristic of several types of relationship such as medical (doctor/patient), legal (solicitor/client) and caring (counsellor/client).  However, a duty of confidence does not necessarily arise just because a document is marked “confidential”, although such a marking may be indicative of an expectation of confidentiality.  

Information provided by a family to a social worker in the course of that social worker’s functions in giving assistance to that family will be confidential to the family 

Where a clear duty of confidence arises, the information cannot be disclosed to “third parties” without either consent or the requirement of an overriding public interest.  It will also be overridden by an express statutory duty such as is found in s.47 of the Children Act or s.115 of the Crime and Disorder Act.  There will be a clear public interest in disclosing the data where there is a risk to the life of the child or that they will be seriously injured.  It will be less clear when considering other established “public interest” criteria such as the protection of health and morals or the rights and freedoms of others.  The CYPU guidance advises that in deciding whether or not disclosure of information given in confidence is justified you need to weigh the harm that would result from the breach of confidence against the harm that might result from a failure to disclose.  Any disclosure must be proportionate and the minimum necessary to achieve the public interest objective.  

The Framework for the Assessment of Children in Need summarises the position in a paragraph it suggests should be explained to families at the commencement of any assessment:  “Any information you give to us will be held in confidence within the Social Services Department.  If there is a need to discuss this information with anyone else, we will normally ask for your permission.  The only exception to this is if information comes to light which, in the Social Worker’s view, may indicate a serious threat to the welfare of your child”.



	(iv)    Human Rights Act 1998

	
	

	Public authorities must, of course, act in a way that is compatible with and promotes individuals’ rights under the European Convention of Human Rights and all legislation must be read and interpreted as far as possible in a way which is consistent with those rights.  Even if a statutory power to share information has been identified and any common law duty of confidentiality overridden, the disclosure must still comply with the Human Rights Act.  

Article 3: no-one shall be subjected to inhuman or degrading treatment. 

	
	

	Article 8: guarantees an individual’s right to respect to their private and family life.   Interference with this right by a public authority can only be justified if:-

	
	

	(1)
It is in accordance with a statutory or other power authorising disclosure.

	
	
	

	(2)
It is necessary for one of the following reasons 

	
	
	

	
(a)
the prevention of disorder or crime.

	
	
	
	

	
(b)
the protection of health or morals.

	
	
	
	

	
(c)
the protection of the rights and freedom of others.

	
	
	
	

	(3)       The interference (e.g. the disclosure) was proportionate i.e. only to the extent   

           necessary to achieve the particular pressing purpose.


	Disclosure of information to safeguard a child will usually be for the one or more reasons set out in para (2) above.  



	
	In order to satisfy this criterion, it must be shown that the managing and assessing of the risk could not effectively be achieved other than by the sharing of the information in question.  


In the House of Lords case of R v Secretary of State for the Home Department, ex parte Daly [2001] UKHL 26 Lord Steyn set out a new test to be adopted by the courts in assessing the proportionality principle.  In his judgment he emphasised the high level of intensity of review under the proportionality approach in that:

	-
	The reviewing court may need to assess the balance which the decision maker has struck;

	
	

	-
	The court may need to direct attention to the relative weight accorded to interests and consideration;

	
	

	-
	The proportionality test may require the court to go further than the test of “heightened scrutiny” previously adopted on judicial review.  The more substantial the interference with human rights, the more the court would require by way of justification before it was satisfied that the decision was reasonable.  However, the court would still only interfere with an administrative decision where it was satisfied the decision was beyond the range of reasonable responses open to a reasonable decision maker.  


(vi)   Sharing Information About (Alleged) Abusers

	Where cases have gone to Court in this area they have often concerned a decision by a Local Authority to disclose information about an individual thought to pose a risk to children, rather than sharing personal data relating to a specific child.  The Court of Appeal (in R(A) v Hertfordshire County Council [2001] ALL ER (D) 259) has held that the general duty to protect the welfare of children in s.17 of the Children Act along with s.27, 47 and Schedule 2 (see above) gives rise to the implied power to communicate a belief that a particular individual presents a risk of significant harm to children in its area.  The Local Authority must “honestly and reasonably believe” that such a step was necessary to protect children and must use the test of “pressing social need”.  To pass this test  the relevant agency must consider the following issues:-
	
	

	
	
	

	
	(1)
	How strong is their belief in the truth of the particular allegation?  The greater the conviction that the allegation is true the more compelling the need for disclosure.

	
	
	

	
	(2)
	What is the interest of the third party in receiving the information?  The greater the legitimacy of the interest in the third party in having the information the more important the need to disclose.

	
	
	

	
	(3)
	What is the degree of risk posed by the individual if disclosure is not made?

	
	
	

	Decisions about who needs to know and what needs to be known should be taken on a case by case basis. It is vital there is a balancing exercise undertaken weighing the serious consequences of disclosure against risks of the child.  Clearly the issue of proportionality will be vital.  
	
	


	(v)
	Disclosures to other third parties



	There may, exceptionally, be some cases where the risk posed by an individual in the community cannot be managed without the disclosure of some information to a third party outside the statutory agencies.  For example, where an employer, voluntary group organiser or church leader has a position of responsibility/control over the individual and other persons who may be at serious risk.

	

	The principles underpinning disclosure to third parties are the same as for information sharing, but inevitably involve greater sensitivities given that disclosure may be to individual members of the public as opposed to central or local government or law enforcement bodies.  Because of this, great caution should be exercised before making any such disclosure:  it should be seen as an exceptional measure.  The following checklist may be of assistance:

	
	

	 the individual presents a risk of serious harm to the child, or to those for whom the recipient of the information has responsibility;



	 there is no other practicable, less intrusive means of protecting the child(ren), and failure to disclose would put them in danger.  Also, only that information which is necessary to prevent the harm may be disclosed, which will rarely be all the information available;



	 the risk to the individual should be considered although it should not outweigh the potential risk to others were disclosure not to be made.  The individual retains his rights (most importantly his Article 2 right to life) and consideration must be given to whether those rights are endangered as a consequence of the disclosure.  It is partly in respect of such consideration that widespread disclosure of the identity and whereabouts of an individual is very, very rarely if ever justified;



	 the disclosure is to the right person and that they understand the confidential and sensitive nature of the information they have received.  The right person will be the person who needs to know in order to avoid or prevent the risks;



	 consider consulting the individual about the proposed disclosure.  This should be done in all cases unless to do so would not be safe or appropriate. If it is possible and appropriate to obtain the individual’s consent then a number of potential objections to the disclosure are overcome.  Equally, the individual may wish to leave the placement rather than have any disclosure made, and if this is appropriate, this would also avoid the need for any disclosure;



	 ensure that whoever has been given the information knows what to do with it.   Again, where this is a specific person, this may be less problematic but in the case of an employer, for example, you may need to provide advice and support; and



	 before actually disclosing the information, particularly to an employer or someone in a similar position, first ask them whether they have any information about the individual.  If they have the information then no disclosure is necessary.  If they have some but possibly incorrect information your disclosure can helpfully correct it.



	(vii)
	The information is shared safely and securely

	
	

	Good practice should ensure that all personal information is kept securely and is shared with and available only to those who have a legitimate interest in knowing it.  Essentially, arrangements must be in place which ensure that information is only shared with those with a legitimate interest and cannot by accident or design be accessed by others.

	
	


Appendix 5

Information Security Checklist

Partners should each have policies and procedures in place setting out their requirements of managing information securely. This helps identify, manage and minimise the range of threats to which information is regularly subjected. 

Using the ISO 17799 Information Security standard as a benchmark, partners should use the following framework and supporting controls to secure day to day handling of information:

· Security policy - This provides management direction and support for information security 

· Organisation of assets and resources - To help manage information security within the organisation 

· Asset classification and control - To help identify assets and appropriately protect them 

· Personnel security - To reduce the risks of human error, theft, fraud or misuse of facilities 

· Physical and environmental security - To prevent unauthorised access, damage and interference to business premises and information

· Communications and operations management - To ensure the correct and secure operation of information processing facilities 

· Access control - To control access to information (computer passwords, building visitor logbooks, etc.)

· Systems development and maintenance - To ensure that security is built into information systems 

· Business continuity management - To counteract interruptions to business activities and to protect critical business processes from the effects of major failures or disasters 

· Compliance - To avoid breaches of any criminal and civil law, statutory, regulatory or contractual obligations, and any security requirement 
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