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Document Purpose
 

This document was produced by the FAME Programme to provide guidance and practical examples to all Local Authorities/Partner Agencies for an implementation of Multi-Agency working.  All documents are the property of FAME National Project, and to access these documents you have agreed to the terms and conditions set out in the accessing of these products from the FAME website.
 


For a further description of this document please see the Product Definition below stating exactly what the product is.  For more in depth explanation and guidance please see the FAME "How to Implement and Sustain a Multi-Agency Environment".
Information Sharing Protocol (ISP):

a formal, signed agreement which outlines the legal and procedural aspects of information exchange between participating organizations, including conditions for having access and restrictions on the use of the information.  Also, the methodology for producing and obtaining agreement for the adoption of an ISP and its application.
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PART 1: THE INFORMATION SHARING PROTOCOL
1.
INTRODUCTION
The overall Protocol document is comprised of two parts:

· Part 1: The Information Sharing Protocol (this document)

· Part 2: The Appendices

For each information sharing initiative an Information Sharing Arrangement (ISA) will be required. Each ISA will be consistent with this protocol and provide detailed information on how information will be shared (see 1.7). 
Background

1.1
Agencies, supplying services to individuals resident within the County of Shropshire and Borough of Telford & Wrekin, are continually processing information about them.  At times a single agency working with an individual may identify a range of issues that need to be addressed, some of which are outside of its scope or expertise.  Conversely, more than one agency could become involved with an individual(s) but they are unaware of each other.  

These agencies will be gathering the same basic information, undertaking similar assessments and producing/implementing plans of action that are appropriate to the agencies perceived need of response rather than the whole need of the individual. Consequently, there is often unnecessary duplication of effort, poor co-ordination and a lack of a coherent approach to the particular issues facing an individual which could be potentially detrimental.

In these circumstances it has been recognised that a multi-agency response is the best way of ensuring that individuals receive the type and level of support most appropriate to their needs.  To underpin this one essential element is to have in place a suitable framework that will allow the sharing of relevant information between key workers, when it is needed, with a degree of confidence and trust.

Purpose of the Protocol

1.2
This protocol provides the ‘overarching framework’ that enables Partner Organisations ( to use well established, comprehensive, transparent, and, where appropriate, consensual information sharing systems and processes that place the individual at the centre of how their information is processed  in line with the data subjects rights. (See Section 1.5 and Appendix 2)

1. 3
It is a statement of the principles and assurances which govern that activity and provides a framework for effective information management by ensuring clarity and consistency of practice in accordance with:

· Data Protection Act 1998 (See Appendices 4)
· Human Rights Act 1998 (See Appendix 4)
· Freedom of Information Act 2000 (See Appendix 2)
· Caldicott Principles (See Appendix 3 and referenced throughout this document)
· Any other relevant legislation and guidance (See Appendices 4)
and upholds the rights of all the parties involved in a fair and proportionate manner. The conditions also include details of when it may be necessary to share information without the clients’ agreement or where statutory powers are in place, e.g. where “the client” is at risk of harm or of harming someone else”. (See Section 6)

1.4
It will facilitate the sharing of agreed aggregated, depersonalised, personal, confidential or sensitive data as appropriate; details of which can be found in the relevant Information Sharing Arrangement (ISA) linked to this Protocol (See Section 1.7 & 1.8 and Attachment 1).

Individual Rights & Responsibilities

1.5
In respect of the rights and responsibilities of individuals with regard to information sharing this protocol accords with the legal guidance issued by the Information Commissioner, i.e.:

a) A person of 12 years or more shall be presumed to be of sufficient age and maturity, and thus have a general understanding, to be able to exercise any right under the Act. 
b) For a person under 12 years of age someone with parental responsibility, or a guardian, may exercise those rights on behalf of the child.

c) If a person aged 12 years or more is determined not to be capable of exercising their rights then again someone with parental responsibility or a guardian may exercise those rights on their behalf.
1.6
The ‘United Nations Convention on the Rights of the Child’ to which the UK is a party, makes clear that children have a right to express their views and to have them taken into account when decisions are made about what should happen to them.  They have a right to information about themselves if it is not damaging to them or others for them to see it
.

Information Sharing Arrangement

1.7
A linked ISA will detail the specific purpose(s) for sharing data (including legislative duties and powers), what data is to be shared, how this will happen, the consent processes involved and the process for review. 
1.8
It will also indicate the degree of confidence that each party has in respect of their ability to fulfil the commitments outlined in this protocol; what, if any, issues need to be addressed, who they are incumbent upon, the timeframe for completion and how they will be measured/reviewed. (See Part 2) 

Other Protocols/Obligations

1.9
Data must only be shared between those organisations that have signed up to this protocol and have a current ISA in place.  However, where other ‘Protocols’ already exist between organisations then, if appropriate, this protocol and the associated ISA will run concurrently with them.  Otherwise, all parties will adhere to the existing ‘Protocols’ so long as they are compliant with existing applicable legislation. 

1.10
If it is a requirement to disclose personal client data between organisations as part of a funding/contractual arrangement then all parties should be made aware of this as part of the funding/contractual process and not be demanded subsequent to the grant/contract being completed.  

1.11
Irrespective of any other protocols/legal obligations any disclosure of personal client data to an organisation or individual must still be compliant with applicable legislation, including the Data Protection Act 1998.  It is recommended that all new partnerships entered into should be covered by an appropriate ‘Information Sharing Protocol’ & relevant ‘Information Sharing Arrangements’; ideally these should be an integral part of the funding/contractual process.

1.12
Any request to disclose information to an organisation that is not a signatory to this, or other appropriate, protocol, even if the client has consented, must be referred to a designated manager and any actions arising therefore must be fully recorded and clearly referenced to the evidence and information on which the decision to share/not share was based.

Status of the Protocol

1.13
This protocol is binding on all organisations that have signed the Declaration of Acceptance and Participation (DAP) and each organisation will work towards meeting the commitments made. It is a working document and therefore the contents can be reviewed and altered at any time to reflect the changing circumstances. Such changes would be subject to the agreement of all parties.

2.
PARTIES TO THE PROTOCOL
The parties to this Information Sharing Protocol are listed in Attachment 1 at the end of this document.
3.
OBLIGATIONS OF THE PARTIES
Parties to the Protocol

3.1
The parties to this protocol are those named in Attachment 1 and have signed the DAP.

Notification to the Information Commissioner

3.2
Each organisation must have an appropriate up-to-date entry (Notification) in the ‘Register of Data Controllers’ managed by the Office of the Information Commissioner (OIC).  This will be evidenced by the Registration Number on the DAP.

General Values Applicable to Information Sharing

3.3
Day to day operations are conducted in such a manner that places the individual client at the centre of how their data is used.

3.4
Every proposal to share client identifiable information between organisations must have a defined and justifiable purpose. This will be described in an attached ISA (Caldicott Principle 1). (See Sections 8.3 & 8.4 and Part 2)
3.5
Where the sharing of client identifiable information is not needed then it is to share depersonalised aggregated data, i.e. for research/analytical purposes.  However this must still be described and agreed in an attached ISA (Caldicott Principle 2). (See Sections 8.1 & 8.2 and Part 2)
3.6
Any shared client identifiable information must be accurate and objective and the minimum information required for the stated purpose (Caldicott Principle 3).

3.7
Access to client identifiable information will be restricted to a ’need to know’ basis (Caldicott Principle 4).

3.8
Those accessing client identifiable information will be made aware of their responsibilities in relation to its handling (Caldicott Principle 5).

3.9
The procedures and systems for the sharing of data will be subject to on-going review.       

Compliance with the Data Protection Act 1998 – The 8 Principles and Schedules 2 & 3 Conditions 

3.10
Each organisation must adhere to the eight enforceable principles in respect of the processing of Personal Data. (See Appendix 4)  In Addition:

3.11
In order to process any Personal Data each organisation must ensure that at least one condition from Schedule 2 is met. (See Appendix 4)  And

3.12
In order to process any confidential or sensitive Personal Data each organisation must ensure that at least one condition from both Schedule 2 and Schedule 3 are met. (See Appendix  4)
Designated Responsible Person

3.13
Each organisation will identify a designated person/s with responsibility for ensuring that their organisation complies with legal and other appropriate requirements in respect of information sharing; e.g. Caldicott Guardian, Data Protection Officer.  

Rights of Clients

3.14
Each organisation has a duty to ensure that all clients are aware of their rights in respect of the Data Protection Act 1998, the Human Rights Act 1998 (See Appendix 4) and the Freedom of Information Act 2000 (See Appendix 2) and how these may be exercised. This will include providing appropriate support, e.g. providing clients with information in alternative formats or languages or assisting them with a Subject Access Request.

315
Each organisation has a duty to ensure that all clients are aware of the information that is being collected and recorded about them, the reasons for doing so (including any statistical/analytical purposes), with whom it may be shared and why. This can be achieved by the issuing of a Fair Processing Notice (See Appendix 1).  
3.16
All clients have a right to expect that information disclosed by them, or by other parties about them, to an organisation will be treated with the appropriate degree of respect and confidence.  This is covered by a Common Law Duty of Confidentiality (See Sections 1 5, 1 6 & 4).

3.17
The permission of the data subject will be sought prior to any transfer of personal confidential or sensitive data. If permission cannot be gained for reasons other than non-agreement, processing will only take place if compliance with the Act can be verified: e.g. if there is an overriding public interest or it is required by other relevant primary legislation.  (See Sections 4 - 7)
Subject Access Requests

3.18
Each organisation will designate an appropriate manager(s) with the authority to make decisions with regard to client subject access requests and circumstances requiring disclosure without client consent.  All such requests and any actions arising thereafter must be properly recorded within the organisations client management systems.  (See Sections 5 – 7). 

Staff Awareness & Training

3.19
Each organisation has a duty to ensure that all relevant personnel are advised, and understand the implications, of the Data Protection Act 1998, Human Rights Act 1998, the Freedom of Information Act 2000 and other appropriate legislation and standards relating to information sharing, confidentiality and information security

3.20
Each organisation should ensure that all relevant personnel are aware, and understand the implications, of this protocol and any other associated documents (e.g. Partnership Agreement, the ISA, or other Data Processing Agreement (DPA)). 

Control of Personal Data

3.21
Where information has been shared between signatory organisations with the prior consent of the data subject the receiving organisation will be deemed to be the Data Controller.

3.22
Where information has been disclosed without the consent of the individual or where a statutory right exists, then that information remains the responsibility of the organisation which originally obtained it. This means if the organisation receiving the information wishes to make any further disclosures they should refer the matter back to the originating organisation. 

Quality of Personal Data

3.23
Each organisation is responsible for the quality of the personal data it holds and/or subsequently shares.

Uses of Personal Data for Evaluation & Research Purposes

3.24
Personal data may be used for the purpose of evaluation and research, including the use of agents acting on your behalf, provided that: a) it is contained within your notification to the OIC and b) the client has been made aware of this purpose and is given the right to ‘opt out’.

Use of Personal Data for Commercial Purposes

3.25
Personal data shared between organisations as a result of this protocol may not be used for any commercial purposes (e.g. marketing) unless: a) it is contained within your notification to the OIC and b) you have the explicit consent of the client.  Under no circumstances can information be passed or sold to a third party for commercial gain.

Data Security & Retention

3.26
Each organisation must have a level of security in place commensurate with the sensitivity and classification of the information to be stored and shared.  Each organisation should have an ‘Information Security Policy’ in place and made available on request (See Appendix 5 for Security Checklist). 
3.27
Each organisation should have a data retention policy that accords to the legitimate purposes of that organisation.

Failure to Abide

3.28
Failure of an organisation to abide by the conditions set out in this and any associated documents (e.g. the ISA, or DPA ) may result in information ceasing to be shared with that organisation. Further processing of information obtained in breach of the protocol should cease forthwith. Information should be destroyed or returned to the provider as appropriate.

Complaints

3.29
Partner Organisations should have procedures in place for recording and dealing with complaints and breaches of the protocol and associated documents.

4.
PROFESSIONAL ETHICS & CONFIDENTIALITY
4. 1
There is a Common Law Duty of Confidentiality. In practice this means information given or received in confidence for one purpose may not be used for a different purpose or passed to anyone else without the consent of the provider of the information. 

4.2
All staff will be sensitive to the need for inter-agency confidentiality when discussing clients with other organisations. The relationship between organisations, practitioners and client must be based on the assumption that their relationship is for the benefit of the individual .

4.3
All staff should be aware that personal information passed verbally still constitutes a disclosure and processing of information. 

4.4
Whilst all staff will adhere, where applicable, to their professional codes of conduct and/or practice in respect of information given in confidence these must not become unnecessary barriers to effective information sharing and improved services to the individual .

4.5
However, all staff need to bear in mind that they are still obliged to disclose information where there is an overriding public interest or the law says we must. (See Section 6) 

5.
CLIENT CONSENT        

All

5.1
If organisations satisfy Schedule 2 conditions of the Data Protection Act for processing personal data and Schedule 3 conditions for sensitive personal data then consent may not be required.
5.2
However, in accordance with the spirit of this Protocol the signatory organisations will, where client consent is considered to be a prerequisite, work towards implementing the processes outlined below.

Informed Consent

5.3
In order to share personal data informed consent must first be gained from the client or, where appropriate, their legal guardian.  This means that the client has been provided with sufficient information to enable them to understand what they are consenting to.  This may be signified other than in writing, but should still satisfy Schedule 2 conditions of the Data Protection Act. (See Sections 7.8 & 8.3i)
Explicit Consent

5.4
In order to share personal confidential/sensitive data then explicit consent must be gained from the client or, where appropriate, their legal guardian.  This means that the client has been provided with more detailed information to enable them to give an unambiguous expression of agreement.  A signed Consent Form and/or Image/Voice Form (Use of) should evidence this. (See Sections 7.8 & 8.4)

5.5
The signed consent form authorises the flow of appropriate information between organisations as detailed and agreed in an attached ISA, subject to satisfying the Schedule 3 conditions of the Data Protection Act

Withdrawing Consent

5.6
Clients have the right to withhold or withdraw their consent to the sharing of information at any time without reason unless any of the exemptions listed in 6.i below apply or there is other overriding primary legislation (See Appendix 4).

5.7
Clients also have the right to request that information is no longer held about them by a partner organisation unless this is overridden by other primary legislation applicable to the said organisation (See Appendix 4).

Parent/Guardian/Carer Consent

5.8
A legal guardian may give written consent, preferably in the presence of the child or young person wherever possible, if the client is aged less than 12 years or, if aged 12 and over, a condition precludes the client from signing a consent form in their own right. 

Inferring Consent

5.9
Data Controllers cannot infer consent from non-response to a communication, for example from an individual’s failure to return or respond to a leaflet.

5.10
Where an individual does not signify his agreement to personal data relating to him being processed (including sharing), but is given an opportunity to object to such processing, although this does not amount to consent for the purposes of the Act, it may provide the data controller with the basis to rely upon another Schedule 2 condition, for example, the legitimate interests condition, provided that the data subject is given the right to object before the data are obtained.  However, where this processing relates to confidential/sensitive’ data then a Schedule 3 condition must also be fulfilled. (See Appendix 4).

Recording Consent

5.11
All instances relating to “consent” must be fully recorded within the organisations systems and, where appropriate clearly referenced to the evidence and information upon which the decision was made.

6.
CLIENT CONSENT EXEMPTIONS
6.1
Sometimes it may be necessary to share information without a client’s agreement because obtaining it beforehand is not practicable in the immediate circumstances or it would prejudice the purposes for which the information is being disclosed; e.g.

· The client needs urgent medical treatment

· The client is at risk of significant harm or harming someone else

· In order to protect children, young people and/or adults from abuse or neglect. In these cases the organisation must also refer to their local area child protection or other appropriate procedures. 

· The disclosure prevents the client from committing a criminal offence that could place others in jeopardy or places the member of staff or any other person at risk of collusion

· An organisation is ordered to give information as part of a legal proceeding. This can be by order of the Court or if information is requested by the police to enable them to pursue an investigation. (This will only be provided on receipt of a Section 29.3 form.)

· There is another overriding public interest concern; e.g. a member of staff making a disclosure (whistleblowing) in accordance with the Public Interest Disclosure Act 1998.
6.2
All situations where it may be necessary to breach client confidentiality must be referred to a designated manager unless exceptional circumstances apply; e.g. where there is a need for urgent medical treatment.

6.3
The reasons for breaching client confidentiality must be fully recorded and clearly referenced to the evidence and information on which the decision is based. This must include details of any third parties and full details of all the information/evidence they have been given.

7.
SUBJECT ACCESS RIGHTS 

All
7.1
All ‘Subject Access Requests’ must be made in writing to the relevant Data Controller and the subsequent actions taken must be fully recorded within the organisations systems.

7.2
Information obtained from a partner organisation without the prior consent of the individual cannot be disclosed to that individual without the agreement of the originating organisation. This does not prevent the individual from making a separate Subject Access Request to the originating partner organisation.

7.3
Data will be received by the requester no later than 40 days from the date of receipt of request.

Children Under 12 Years of Age
7.4
When a child does not have the capacity to understand the request a parent/guardian/carer can make a Subject Access Request in respect of their child.

7.5
However, parents/guardians/carers can be refused access to data if it is deemed detrimental to the child.

Parent/Guardian/Carer:

7.6
Parents/Guardians/Carers of individuals with sufficient understanding of their rights have no automatic right of access to the subject’s data (in accordance with the Data Protection Act 1998).

7.7
It is considered good practice to ensure that the parent/guardian/carer of those under 16 is informed that the gathering, recording and possible sharing of information is taking place. 

7.8
Parents/Guardians/Carers will normally only be able to access an individual’s data (if deemed to be competent) with the signed consent of the subject.

7.9
All parent/guardian/carer requests to access data must be referred to the designated manager within the relevant organisation.

7.10
Access may be granted in cases where the designated manager is satisfied that an individual is not capable of representing themselves and that the parent/guardian/carer constitutes the clients legitimate representative.

7.11
Where a ‘Subject Access Request’ has been granted to the parent/guardian/carer the reasons for doing so must be fully recorded and clearly referenced to the evidence and information on which the decision is based.

8.
DATA SHARING CATEGORIES
8.1
Aggregated/Statistical Information – Aggregate and management information to plan and monitor progress of the service and to manage its local focus to provide the most effective support to its client groups.  This information can be shared without client consent.

8.2
De-Personalised/Anonymised Information – Individual level information may be depersonalised/anonymised by the removal of any client identifiable information (such as name, address, unique identifiers, etc) and therefore outside the ambit of the Data Protection Act 1998, then shared by organisations within the context of this protocol.  This information can be shared without client consent.

8.3
Personal Non Confidential/Sensitive Information – Information needed to identify and maintain contact with all clients in order to provide an effective service, such as Name, Address and Date of Birth. This information may be shared with the Informed Consent of the client. (See Section 5 & Appendix 3)

8.4
Personal Confidential/Sensitive Information – Information needed to provide comprehensive support to clients and can be sub-divided into two broad categories:

Confidential – This is information deemed to be ‘professionally’ sensitive, such as client characteristics (e.g. homeless, substance misuse, etc), assessment data or opinions.
Sensitive – This is information defined within the Data Protection Act 1998 as sensitive such as ethnicity, religious beliefs, criminal procedures or health related issues.

In both instances this information cannot be shared unless the client has given their Explicit Consent, there is other overriding legislation or there are exceptional circumstances. (See Sections 5 & 6 and Appendix 4)

Please refer to the Information Sharing Checklist in Appendix 4.
9.
INFORMATION ACCESS RIGHTS (FREEDOM OF INFORMATION ACT 2000)

9.1
The Freedom of Information Act 2000 (FOIA) comes into effect from 1st January 2005; further guidance in respect of its impact on this protocol will be issued in due course. (See Appendix 2)
10.
CONCERNS 

10.1
Concerns of individuals in respect of any data held in relation to them should be made in writing to the relevant Data Controller. 

10.2
Concerns of any organisation who are a signatory to this protocol in respect of its operation should be made in writing to the relevant Designated Liaison Officer.
11.

PROTOCOL REVIEW
11.1
This protocol will be subject to a formal review by all parties on an annual basis. However, dataflow will be reviewed on an ongoing basis, and detailed processes will be outlined in the associated ISA and DPA
12.
INFORMATION COMMISSIONER’S DETAILS
The Information Commissioner enforces and oversees the Data Protection Act 1998 and the Freedom of Information Act 2000.

The Commissioner is a UK independent supervisory authority reporting directly to the UK Parliament 
Information Commissioner’s Office

Wycliffe House

Water Lane

Wilmslow

Cheshire SK9 5AF

Tel: 01625 545 700

Information Line: 01625 545 745

Fax: 01625 524 510

Website: www.informationcommissioner.gov.uk 
Email:     mail@ico.gsi.gov.uk 
Information Sharing Protocol

DECLARATION OF ACCEPTANCE & PARTICIPATION

I, the undersigned, on behalf of the organisation named below, agree to support the implementation of this Protocol and associated Information Sharing Arrangement/s in accordance with the conditions detailed in this document; including the successful resolution of any action points arising.
I also understand that my organisation may share relevant data with other Partner Organisations who are signatories to this Protocol and with whom a separate Information Sharing Arrangement is in place.

I declare that we have given notification to the Office of the Information Commissioner and that the said notification is up-to-date and it states our current use and storage of data.  

(Signatories will usually be Chief Executive or equivalent)

My organisation’s Data Protection Registration Number is: Z5198780
Name:

Carolyn Downs


 Position: Chief Executive
Organisation: 
Shropshire County Council
Address: 
Shirehall, 

Abbey Foregate

Shrewsbury

Shropshire

Post Code: 
SY2 6ND

Tel  No: 
01743 252702
Signature:
__________________________________
 Date:
_________________________

DESIGNATED LIAISON OFFICER

The person named below is the nominated contact for this organisation in respect of any enquiries relating to this Protocol.  These details will be distributed to all other Partner Organisations who are signatories to this Protocol

Name: 

Roy Morris

Position:  Data Protection/Information Security Officer
Organisation: 
Shropshire County Council

Address: 
Shirehall, 

Abbey Foregate

Shrewsbury

Shropshire

Post Code: 
SY2 6ND

Tel  No: 
01743 252774

Email:

roy.morris@shropshire-cc.gov.uk

Attachment 1 – Parties to the Protocol

The following organisations have committed to this Information Sharing Protocol:
Borough of Telford & Wrekin
Shropshire County Council

Shropshire and Telford & Wrekin Connexions 

Telford & Wrekin Primary Care Trust

Shropshire Primary Care Trust

� See articles 12 and 13 of the Convention.
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