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Document Purpose
 

This document was produced by the FAME Programme to provide guidance and practical examples to all Local Authorities/Partner Agencies for an implementation of Multi-Agency working.  All documents are the property of FAME National Project, and to access these documents you have agreed to the terms and conditions set out in the accessing of these products from the FAME website.
 


For a further description of this document please see the Product Definition below stating exactly what the product is.  For more in depth explanation and guidance please see the FAME "How to Implement and Sustain a Multi-Agency Environment".
Information Sharing Protocol (ISP):

a formal, signed agreement which outlines the legal and procedural aspects of information exchange between participating organizations, including conditions for having access and restrictions on the use of the information.  Also, the methodology for producing and obtaining agreement for the adoption of an ISP and its application.
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1 Introduction
1.1.1 This document forms Part 1 and is the Information Sharing Policy for agencies working with and for the London Borough of Lewisham. This Policy provides the frame work for sharing personalised information between these agencies and must be used adjacent to the secondary tiers specific to each project requirement.

1.1.2 All parties to this agreement accept their continuing obligation to comply with their Professional codes of conduct.

1.1.3 It is expected that individual agencies will prepare their own operational procedures specific to particular purposes. However, all agencies that are party to this general policy agree to ensure that operational procedures are compliant and consistent with Tiers 1 and 2.

Set out are:

· Standard purposes for which information may be exchanged

· The principles which underpin the exchange of information

· The legal framework

· An outline of the main procedures for sharing personal information

· Protocol management procedures

· The required contractual arrangements

1.2  Requirements

· All Partners comply with the Data Protection Act 1998

· All Partners shall demonstrate their acceptance of this policy by signing Annex A
· This Policy is to operate as of [__/__/__]

· This Policy is to be reviewed annually thereafter

· Any Partner may request a change to the Policy by submitting their request to the Data Controller.

· The designated controller for this Policy is [___(name)__________, [___(job title)__________], [____(company)_________]. Who shall on behalf of Lewisham Borough Council ensure:

· In the first year there will be at least 2 reviews (ensures that information exchanged is adequate and compatible to its purpose).

· Ensure thereafter that the annual review takes place.

· Circulate all requests for change, co-ordinate responses and obtain agreement for the changes from all members of the Partnership.

1.3  Notification

1.3.1 Each Partner must ensure their Notification permits the collection, use and transfer of such data under its specific purpose identified within Part 2.

1.4  The Legal Framework

1.4.1 Operating the legal framework correctly rests on proper interpretation of the legislation.  The key legislation currently relevant to information sharing is listed below, and outlined in Annex 1.

· Data Protection Act 1998

· Access to Health Records Act 1990

· Crime and Disorder Act 1998

· Criminal Procedures and Investigations Act 1996

· Human Rights Act 1998

· Freedom of Information Act 2000

· Regulation of Investigatory Powers Act 2000

· Common Law Duty of Confidentiality

· Children Act 1989
1.4.2 Case law, including international case law, will also inform the legal position on aspects of information sharing.


1.5  Principles Underpinning the Exchange of Information
1.5.1 In seeking to share personal information about service users, the Partners shall abide by the following principles:

1.5.1.1  Partners will use information disclosed to them under an agreed protocol only for the specific purposes set out in the protocol.

1.5.1.2 Information shared with a member of another organisation for a specific purpose will not be regarded by that organisation as intelligence for the general use of that organisation.

1.5.1.3 Adoption of a multi-agency approach to address issues, therefore, includes a commitment to enable such information to be shared.
1.5.1.4 Any Partner  to the protocol will ensure that it has the appropriate statutory authority for all services involving information sharing and that all protocols meet the first and second principles of fairness and lawfulness.

1.5.1.5 All Partners will ensure information is shared for a lawful purpose.
1.5.1.6 The Partners are to be fully committed to sharing information in accordance with their statutory responsibilities and in compliance with the Data Protection Act, all other relevant law, the Caldicott Principles and the principles of the Public Services Trust Charter.

1.5.1.7 Personal information will be deemed to have been provided in confidence when it appears reasonable to assume that the provider of the information believed that this would be the case.  It is generally accepted that most, if not all, information provided by service users to social care and health organisations is confidential in nature.

1.5.1.8 The first principle of the Data Protection Act requires that personal data must be processed fairly and lawfully.  A fundamental relevant condition of fairness and lawfulness for sharing personal data is consent.

Partners that obtain information about an individual, in the course of their direct contact with that person, will seek to obtain the explicit and/or informed consent of that person to disclose the information to another organisation.

A record of consent must be kept on that persons file, detailing the level of consent.


   If consent is not given because the person is either unable or unwilling to give that consent, then the information will only be released if there are legal grounds for doing so and an appropriate condition of Schedule 2 or Schedule 3 of the Data Protection Act can be demonstrated to have been met.

Suitable Procedures must be put into place to record consent and to allow the exchange of information in exceptional circumstances (i.e. in the event of an emergency).


1.5.1.9 Partner organisations will put into place individual protocols which will demonstrate in detail their commitment to the principles described in this document.

2 Policy of Information Exchange

2.1.1 Information which is to be shared must have been obtained fairly and processed lawfully.  It should be accurate, up to date and relevant to the purpose of sharing.  

2.2  Purposes for which Information is Expected to be Shared

2.2.1 The high-level purposes for information sharing are as follows:

· The delivery of integrated health and social care services

· The management and planning of services

2.2.2 Specifically, information may be shared between organisations for the following purposes:

· Provision of appropriate care services

· Improving the health of people in the local community

· Protecting people and communities

· Supporting people in need

· Investigating complaints

· Managing and planning services

· Commissioning and contracting services

· Developing inter-agency strategies

· Performance management and audit

· Research

· Staff management and protection

· Prevention of Crime and Disorder

3 Information Management

3.1  Legitimate Basis for Obtaining and Using Information

3.1.1 The first Data Protection principle requires that certain conditions are met for processing information about individuals, including sensitive information such as racial or ethnic origin, physical or mental health, or criminal offences and proceedings.

3.1.2 To satisfy the requirement of the first Data Protection Principle, the Partner organisation’s staff must follow the guidelines contained in this document and process information accordingly.

3.1.3 To ensure information is fairly obtained and processed, individuals must be  given the following details at the time of obtaining their information:

· The identity of the person or organisation  to whom they are  giving the information 

· How their information may be used

· Any other information necessary to ensure the obtaining is fair (such as to whom it may be disclosed )

3.2  Data Retention

3.2.1 Information must not be kept longer than is necessary. 

3.2.2 The retention schedules must be commensurate with statutory requirements; where no provisions have been identified, best practice must be applied following guidance from the Records Office.
3.2.3 An adequate archives library must be established to facilitate the suitable management of records.

3.2.4 Consideration must be given from the outset and allow retention schedules to apply to specific aspects of each file; all systems adopted should be able to facilitate the clearance procedures.
3.3  Accuracy

3.3.1 The information held must be accurate and kept up to date.  Steps must be taken to validate information, such as checking with the person who originally provided the information, if staff are in any doubt as to its accuracy.

3.3.2 In the event of changes of circumstance, individuals will be given the opportunity to correct the information held about them.

3.3.3 Where information has been received from third parties, and taking into account the purpose for which the information was originally obtained, reasonable steps will be taken to ensure its accuracy.

3.3.4 If the individual has informed the organisation that, in their view, the information is inaccurate, then a record should be made on the file that they have expressed this view.
3.3.5 Where information has been released, all discloses must be made aware of actions taken in 3.3.3 and 3.3.4 above.

3.3.6 It is the originators duty to disclose.

3.4  Data Source

3.4.1 If any member of staff records information either in writing or in an electronic format, the source of the information must also be clearly recorded and whether or not it is an opinion or factual observation.

3.4.2 All technical applications must be able to facilitate this.

3.5  Security

3.5.1 Consideration must be given commensurate with the Security Standard BS7799 (ISO17799) and be adequately applied prior to commencing any agreement.

3.5.2 As Data Controller, Lewisham Borough Council must ensure that each Partner organisation, prior to exchange of data, has suitable controls in place for the adequate handling of personal data according to the DPA requirements.

3.5.3 The Data Protection Act states (Principle 7) that ‘adequate security’ is to be applied to the processing of person identifiable data; as such each secondary Protocol must express the security provisions to be applied under that agreement.

3.5.4 Each Project must establish a Risk Assessment with regards to the exchange and management of data, this must be fully mapped out and suitable controls applied to reduce risk to that data.

3.6  Data integrity

3.6.1 Each Partner must apply suitable security provisions of access ensuring users have defined user IDs and personal passwords.

3.6.2 In NO circumstance are IDs/ passwords to be shared.

3.6.3 In developing ‘databases’ or ‘data stores’ to support the sharing of data, fields must be suitably defined to ensure errors are reduced at the recording stages of data input.
3.7  Confidentiality

3.7.1 The Partner organisations who are signatories to this document accept the duty of confidentiality and will not disclose personal information without the consent of the person concerned, unless there are statutory grounds or other demonstrable overriding justification for so doing.

3.7.2 Partner organisations will use information disclosed to them under an agreed protocol only for the specific purposes set out in the protocol.

3.7.3 Information shared with a member of another organisation for a specific purpose will not be regarded by that organisation as intelligence for the general use of the organisation.

3.7.4 The duty of confidentiality only applies to identifiable information and not to aggregated data derived from such information or to information that has otherwise been effectively anonymised.

3.7.5 In requesting release and disclosure of information from members of Partner organisations, staff in all organisations will respect the duty of confidentiality and not seek to override the procedures which each organisation has in place to ensure that information is not disclosed illegally or inappropriately.

3.8  Need to Know

3.8.1 Where it is agreed that personal data will be shared, it will be shared only with those who need to know, and only that information which is needed will be shared.
3.8.2 Appropriate access procedures and controls are to be applied to manage access according to rights to see.

3.9  Complaints procedures

3.9.1 The Partner  organisations are committed to having procedures in place to address complaints relating to inappropriate disclosure or failure to disclose personal information.  Individuals are to be provided with information about these procedures.


3.10 Staff Compliance

3.10.1 Partner organisations will ensure that all staff who work with client information understand and comply with their responsibilities to share information in accordance with agreed protocols.
3.10.2 Partner organisations will ensure that all staff are made aware of their obligations under the Data Protection Act 1998,  duties  of care and confidentiality.


3.11 Disciplinary Action

3.11.1 Partner organisations will ensure that job descriptions, contracts of employment and performance reviews make reference to the disciplinary action which will be taken should staff disclose information about a person on a basis which is not supported in agreed protocols.
3.11.2 Partner  organisations will ensure that staff found in breach of policies and procedures, are disciplined accordingly.

3.12  Transfer of Information 


Partnership organisations are to agree standard procedures to facilitate the exchange of information in a secure manner; through the adoption of a classification policy that defines acceptable processes when exchanging via post, e-mail, fax and telephone.

3.13  Purposes outside of an agreement
3.13.1 It is recognised that members of staff can fulfil a number of roles within an organisation.  In fulfilling one particular role, they may be given privileged access to information about a service user which they believe would assist them in one of their other roles, or be of wider interest to the organisation. 

3.13.2 The use of information for purposes other than that for which it was supplied may only be acceptable if an exempt provision applies or if the following actions are taken PRIOR to commencement, can privileged information be further processed:
3.13.3 The consent  of both the data subject and the data controller is obtained.
3.13.4  A formal application to the data controller using a designated form is submitted.  The person making the application will provide sufficient information to justify its disclosure
3.13.5 The data controller will obtain the consent of the service user to the further use of that information or alternatively decide whether the reason the information is required justifies disclosure without consent

3.13.6 Individual protocols are to specify the sanctions which will be applied to organisations and/or their staff who use or disclose information in a manner which has not been agreed with the data controller.
3.13.7 Each individual protocol will also include agreements which indemnify data controllers for any action taken against them or their organisation as a result of the unauthorised use of confidential information by one of the other Partners  to the protocol.

3.14 Restrictions on Use of Statistical and Anonymous Data

3.14.1 Partner organisations will request permission from the originating data controller if they wish to use information for any purpose other than that for which the information was originally provided, including providing other organisations with statistical data derived from  service user records.  

3.14.2 Organisations submitting or circulating reports or articles beyond the community covered by this protocol which incorporates statistics or other data supplied by a Partner, will ensure that the data controller has the opportunity to view and comment on the report prior to its release.  
3.14.3 Individual protocols covering the sharing of information for specific purposes will set out any specific arrangement made for such reports to be viewed /discussed or approved prior to wider dissemination or publication.
3.14.4 Individual protocols will also specify arrangements for the approval of the wider use or publication of case studies based on material collated for the specific purposes covered by the protocol.
3.14.5 Partner organisations  must not attempt to identify a living individual from the collation of anonymised data.

3.14.6 Consideration must be given prior to release, as to whether it would be possible to identify an individual from that data should it be disclosed, or if further information were added to it.


4 Individuals’ Rights

4.1  Subject Access

4.1.1   Individuals have the right to see a copy of information held about them,whether it is on computer or manual files. 


4.1.2  If they  request information about themselves, they must be given the information in a permanent intelligible form, with details of the purposes for which the information is held, from whom it was obtained, and  to whom it is or may be disclosed.


4.1.3 The individual, with their agreement, may instead be invited to an appropriate secure team office where they will view only that information which relates to them.


4.1.4.All requests for information from the data supplied must be passed to a team manager  or other authorised manager to ensure they are dealt with promptly and with established procedures.


4.1.5 It must be made clear to the individual as to whether a fixed fee will be applied or whether this fee will be waived.
4.2   Third Party Information

4.2.1 Where the information cannot be disclosed without disclosing information relating to an identifiable third party, that third party’s consent to the disclosure must first be obtained.


4.2.2 Where consent to disclose information from an identifiable third party has been withheld, a decision will be made whether it is reasonable to comply with the request without the third party’s consent.  In making any such decision, regard will be had to:

· Any duty of confidentiality due to the third party

· Any steps taken by the information owner with a view to seeking consent of the individual

· Whether the third party is capable of giving consent

· Any express refusal of consent by the third party


4.2.3 Where the personal data is identified as belonging to a Partner organisation and signatory to this protocol, it will be the responsibility of the team manager or other authorised manager  to contact that organisation to determine whether the information can be provided to the data subject or must be withheld.
4.2.4  There is a statutory timescale for the provision of information of 40 days from the receipt of the written request together with payment of the fee, if any. Partner organisations must ensure that they are able to respond within this timescale,, 20 days being the expected maximum turnaround for requested data to ensure that the 40 day deadline is met..
4.2.5 Specific Procedures must be developed to identify the key processes for managing subject access request between Partners.
4.3  Court Order

4.3.1 Individuals also have the right to apply to the Court for an order requiring the organisation to rectify, block, erase or destroy information relating to them that is inaccurate, as well as any expressions of opinion that are based on inaccurate information.
4.3.2  The Court may also make such an order if an individual has suffered damage by contravention by the organisation of any of the requirements of the Data Protection Act, and may require that third parties be notified if information has been disclosed to them.
4.3.4 Any amendments, blocks, erasures must be forwarded to each necessary Partner organisation for them to action accordingly.


4.4 Right to Prevent Processing Likely to Cause Damage or Distress
4.4.1 An individual is entitled to serve upon an organisation a written notice requiring them to cease or not begin processing their information, where such processing is causing or is likely to cause unwarranted substantial damage or substantial distress to them or to someone else.
4.4.1 This right is unavailable where:
· The data subject has already given their consent to the processing and it has commenced

· The processing is necessary:

· For the performance of a contract to which the data subject is a party or 

· For the taking of steps at the request of the data subject with a view to entering into a contract 

· The processing is necessary in order to protect the vital interests of the data subject


4.5 Right to Prevent Processing for Purposes of Direct Marketing
4.5.1 Individuals are entitled, by written notice, to require an organisation to cause or not to begin processing information relating to them for the purposes of direct marketing
4.5.2 Direct marketing is defined in the Data Protection Act as the communication (by whichever means) of any advertising or marketing material which is directed to particular individuals
4.5.3 If information is to be processed in this way, individuals must be given the opportunity to opt out from being sent direct marketing or advertising material.

4.6 Right to Compensation

4.6.1 Individuals have the right to seek compensation via the courts if they suffer damage and distress as a result of any contravention of the requirements of the Data Protection Act if the organisation cannot prove that they have taken reasonable care in the circumstances to comply with the Data Protection Act.
4.7 Requests for Assessment

4.7.1 An individual may ask the Data Protection Commissioner to assess whether or not it is likely that any processing of information has been or is carried out in compliance with the Act.  This may lead to enforcement action is it is pursuant to a complaint against the organisation.
5 Steps Towards Protocol Development
5.1  Structures and Responsibilities

5.1.1 The Partner organisations which are signatories  to a protocol have responsibility for:
· Ownership

· Approving the content of protocols

· Recommending adoption

· Ensuing dissemination

· Agreeing training programme

· Implementation within organisations

· Monitoring implementation/compliance

· Formal Review

· Commissioning work to develop and amend protocol

· Ensuing amendments

5.1.2 Formal adoption of the protocol is the responsibility of the Chief Officers/Boards of each Partner organisation or department and the Caldicott Guardian


5.2  Formal Approval and Adoption

5.2.1 Responsibility for the approval, maintenance and review of the secondary tier protocol will be assigned to an appropriate senior level group.

5.2.2 Protocols will apply to the organisations listed within the protocol and to all staff, agency workers and volunteers working within those organisations.


5.3  Dissemination/Circulation of Protocol
5.3.1 Protocols will be introduced to managers and staff (employees, agency staff and volunteers) through a programme of multi-agency briefings and training events which will take place at least one month before any protocol becomes effective.

5.3.2 Copies of protocols will be circulated to all relevant staff, in line with each agency’s internal arrangement for distribution of procedures and guidelines.  Wherever possible, the protocol will also be available to staff on-line, on the agency’s intranet.
5.3.3 The content of the protocols will be communicated to service users, carers and voluntary organisations to ensure that individual rights in relation to the disclosure and use of personal information are understood and upheld.
5.3.4 A strategy for disseminating protocols to the public will be delivered in line with the need to ensure that members of the public are fully informed about their rights in relation to disclosure of personal information.

5.3.5 Protocols will be published on the web-sites of the organisations involved and made available at information points, such as public libraries.  Each of the partner agencies will keep sufficient copies to enable relevant protocols to be ready available to members of the public who require them.

5.3.6 Plans for disseminating a protocol to the public will be finalised no later than one month before the date on which the protocol is to become effective.


5.4  Reviewing the Protocol
5.4.1 The protocol will be subject to a formal review process instigated and managed by a designated individual

5.4.2 Following consultation between the Data Protection Officers, agreed changes will be forwarded to the Chief Officers/Boards for formal approval and adoption
5.4.3 Staff will be informed of all changes, training will take place if the changes are substantial, and all documentation in paper and electronic format will be appropriately amended when the changes become effective.


5.5  Monitoring the Protocol
5.5.1 The Data Protection Officer within each partner organisation will be responsible for monitoring compliance with the protocol.
5.5.2 Instances of internal non-compliance will be logged and dealt with promptly.  Non-compliance by a partner organisation will be reported to that organisation’s Data Protection Officer and the review body defined in 8.4.1.
5.5.3 The following incidents will be logged and reported:

· Refusal to disclose information

· Conditions being placed on disclosure

· Delays in responding to requests for information

· Disclosure of information to members of staff who do not have a legitimate “need to know”

· Inappropriate or inadequate use of the procedures

· Disregard of the procedures

· Use or disclosure of personal data for purposes other than those stated for the organisation

· In the case of shared databases, actual or suspected breach

5.6  Reporting Breaches of the Protocol

5.6.1 The individual identified in 5.5.1. will investigate all breaches of the Protocol identified by the Data Protection Officers and report their findings to the Chief Officers/Boards.
5.6.2 Any complaint received from, or on behalf of, a service user or carer containing allegations of inappropriate disclosure of information will be dealt with through the internal complaints procedure of that organisation and any other organisations who participated in the information sharing.

5.6.3 All complaints regarding inappropriate disclosure will be reported to the  Data Protection Officers who will inform the individual identified in 8.4.1. of the outcome of the complaints.
6 CONTRACTUAL AGREEMENT
6.1  Undertaking
6.1.1 The Partner signatories   to the protocol accept that the procedures laid down in the document will provide a secure framework for the sharing of information between their agencies in a manner compliant with their statutory and professional responsibilities.
6.1.2 As such, they undertake to:
· Implement and adhere to the procedures and structures set out in the protocol

· Ensure that all Individual Protocols established between their organisations for the sharing of information relating to a defined population are consistent with the General Protocol

· Ensure that where these procedures are adopted, no restriction will be placed on the sharing of information other than those specified within Individual Protocols

· Ensure that staff adhere to the procedures and structures

· Ensure compliance with this protocol within their organisation

· Ensure that all service specific operational protocols for the sharing of information are consistent with the principles of this protocol
6.2  Indemnity Agreement
6.2.1 In consideration of the provision of information in accordance with the  Protocol the Partner signatories  undertake to indemnify and keep indemnified each other against all loss damages or liability (whether criminal or civil) costs charges and expenses including legal fees and costs at any time incurred or suffered by a party to the Protocol arising on or out of the use of information provided in accordance with the Protocol.  Provided that such indemnity may only be invoked in the circumstances set out in sub-clause 6.2.2. to 6.2.3 below.
6.2.2 The party seeking the indemnity may only seek to enforce it against the party that supplied or misused the information in accordance with the Protocol.
6.2.3 The party claiming the benefit of the indemnity has notified the party against whom it intends to invoke the indemnity within 14 days of any third party action claim or demand (“the claim”) and thereafter the parties shall consult as to how the party against whom the claim has been made (“the defendant”) should proceed in respect of such claim.
6.2.4 In the absence of contrary agreement between the parties the defendant shall resist the claim as far as final judgment.  In the event of any claim being paid or compromised or in the event of final judgment being given against the defendant the party against whom the indemnity if being invoked will within 14 days of being so notified by the defendant reimburse the defendant with the full amount of such payment or final judgment payment such payment to cover those costs and expenses identified in clause 9.2.1.above.  Provided always that where any claim is paid or compromised the party against whom the indemnity is being invoked shall have the right to be consulted as to the extent of any payment.
6.2.5 The party seeking to invoke the indemnity may not do so if it has made or makes any admission which may be prejudicial to the defence of the action claim or demand.

6.3  Certification
6.3.1 All organisations that are Partners and parties  to a protocol must sign the protocol.
6.3.2 By signing a protocol, the participants accept and adopt the statements included in it and the indemnity and agree to maintain the specified standards
6.3.3 In addition the Partners to a protocol will not use, release or otherwise disclose any data whatsoever to any organisation which is not a signatory to a protocol



7 ANNEX 1


The Data Protection Act 1998

Since 1 March 2000 the key legislation governing the protection and use of information about identifiable patient/client (Personal Data) has been the Data Protection Act 1998 (DPA), passed in response to the EU Data Protection Directive (95/46/EC).  The DPA applies to manual and electronic records.  Compliance with the Act ensures that when information is used or disclosed, it is done safely and with regard to the rights of the individual concerned.  The DPA does not apply to information relating to the deceased (see para 2.1.9 for this).


7.1  Rights

7.1.1 The DPA gives seven rights to individuals in respect of their own personal data held by others.  They are:

· The right of subject access

· The right to prevent processing likely to cause unwarranted substantial damage or distress

· The right to prevent processing for the purpose of direct marketing

· Rights in relation to automated decision taking

· The right to take action for compensation if the individual suffers damage

· The right to take action to rectify, block, erase or destroy inaccurate data

· The right to make a request to the Information Commissioner for an assessment to be made as to whether any provision of the DPA has been contravened.
7.2  Principles

7.2.1 The use of personal data is regulated by eight Data Protection Principles.  They are:

7.2.2 Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless –

At least one of the conditions in Schedule 2 is met, and 


In the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met

7.2.3 Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

7.2.4 Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed


7.2.5 Personal data shall be accurate and, where necessary, kept up to date.

7.2.6 Personal data processed for any purpose or purposes shall not be kept longer than is necessary for that purpose or purposes.

7.2.7 Personal data shall be processed in accordance with the rights of data subjects under this act 

7.2.8 Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to, personal data.
7.2.9 Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures and adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.

7.3  Schedule 2

7.3.1 Schedule 2 of the DPA is a list of conditions, at least one of which must be met before personal data can be processed fairly and lawfully:

· The data subject has given his consent to the processing.

· The processing is necessary -


For the performance of a contract to which the data subject is a party, or


For the taking of steps at the request of the data subject with a view to entering into a contract. 

· The processing is necessary for compliance with any legal obligation to which the data controller is subject, other than an obligation imposed by contract

· The processing is necessary in order to protect the vital interests of the data subject.

· The processing is necessary -


For the administration of justice


For the exercise of any functions conferred on any person by or under any enactment


For the exercise of any functions of the Crown, a Minister of the Crown or a government department, or 

· The processing is necessary for the purposes of legitimate interests pursued by the data controller or by the third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case by reason of prejudice to the rights and freedoms or legitimate interests of the data subject.

7.3.2 The Secretary of State may by order specify particular circumstances in which this condition is, or is not, to be taken to be satisfied.


7.4  Schedule 3

7.4.1 Schedule 3 provides an additional list of conditions, at least one of which must also be met before sensitive personal data can be processed fairly and lawfully.  The data subject must give his consent or one of a number of conditions must be met.  These conditions are contained in Appendix 1.
7.4.2 The DPA defines sensitive data as data which relates to:


· The racial or ethnic origin

· Political opinions

· Religious beliefs or other beliefs of a similar nature, 

· Trade union Membership

· Physical or mental health condition,

· Sexual life,

· Offence (inc alleged offences),

· Any proceedings for any offence committed or alleged to have been committed, the disposal of such proceedings or the sentence of any court in such proceedings.


7.4.3 The DPA requires all organisations which process personal data to make a formal notification of its processing to the Information Commissioner.  It is particularly important when engaging in information sharing that the purposes for which the data are to be used are included in the notification – if the notification is incomplete in any way appropriate amendments must be submitted before processing can start.

7.4.4 If consent to a proposed disclosure is not forthcoming, compliance with one of the Schedule 2 or 3 conditions alone may not permit the disclosure.  However, there are circumstances where organisations would still be able to make a disclosure:

7.4.5 In particular, Section 29 of the DPA permits this for the purposes of prevention or detection of crime, or apprehension or prosecution of offenders, and where 
those purposes would be likely to be prejudiced by non-disclosure.

7.4.6 There is also permitted where information has to be made public or where disclosure is required by law.

7.4.7 For the purposes of common law duty of confidentiality, if there is no consent, the individual’s right to confidentiality would need to be balanced against countervailing public interests – again preventing crime is accepted as one of those interests
7.4.8 For the purpose of Human Rights Act 1998(HRA), Article 8 rights would need to be considered

8 ANNEX 2


THE LEGAL FRAMEWORK


8.1  Access To Health Records Act 1990 (AHRA) 

8.1.1 The DPA supersedes the Access To Health Records Act 1990 (AHRA) apart from the sections dealing with access to information about the deceased.  
8.1.2 The AHRA provides rights of access to health records of deceased individuals for their personal representatives and others having a claim on the deceased’s estate.  
8.1.3 In other circumstances, disclosure of health records relating to the deceased should comply with the common law duty of confidentiality.

8.2 The Crime and Disorder Act 1988 (CDA) 

8.2.1 The Crime and Disorder Act 1988 (CDA) introduces measures to reduce crime and disorder, including the introduction of local crime prevention partnerships around local authority boundaries to formulate and implement strategies for reducing crime and disorder in the local area.  
8.2.2 Section 115 of the CDA provides that any person has the power to lawfully disclose information to the police, local authorities, probation service or health authorities (or persons acting on their behalf) where they do not otherwise have the power, but only where it is necessary  and expedient, for the purposes of the Act.

Section 115 does not place information holders under a duty to disclose, nor does it give those making requests any power to demand disclosure.  All disclosures must comply with the data protection principles and other legal requirements, such as the common law duty of confidentiality.

8.3  The Criminal Procedure And Investigations Act 1966 (CIA)

8.3.1 The Criminal Procedure And Investigations Act 1966 (CIA) requires the police to record in a durable form any information that is relevant to an investigation.  The information must be disclosed to the Crown Prosecution Service (CPSS), who must in turn disclose it to the defence at the relevant time if it might undermine the prosecution case.  In cases where the information is deemed to be of a sensitive nature, then the CPS can apply to a judge or magistrate for a ruling as to whether it should be disclosed.
8.4  The Human Rights Act 1998 (HRA)

8.4.1 Article 8.1 of the Human Rights Act 1998 (HRA) provides that “everyone has the right to respect for his private and family life, his home and his correspondence”.
8.4.2 This is however a qualified right: there are specified grounds upon which it may be legitimate for authorities to override or limit those rights.  
8.4.3 Article 8.2 provides that “there shall be no interference by a public authority with the exercise of this right except as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety, or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others”.
8.4.4 In the event of a claim arising under the HRA that an organisation has acted in a way which is incompatible with the Convention rights, a key factor will be whether the organisation can show, in relation to its decision to take a particular course of action:

· That it has taken these rights into account

· That it considered whether any breach may result, directly or indirectly, from the action, or lack of action

· If there was the possibility of a breach, whether the particular rights which might be breached were absolute rights or qualified rights (if qualified rights) whether the organisation has proceeded in the way mentioned below.


8.4.5 Evidence of the undertaking of a ‘proportionality test’ weighing the balance of the individual rights to respect for their privacy, versus other statutory responsibilities e.g. protection of other from harm, will be a significant factor for an organisation needing to account for its actions in response to claims arising from the Act.
8.5  Common Law Duty of Confidentiality

8.5.1 All staff working in both the statutory and independent sectors should understand that they are subject to a common law duty of confidentiality, and must abide by this.  The duty of confidentiality applies to identifiable information and not to aggregated data derived from such information or to information that has otherwise been effectively anonymised – i.e. it is not possible for anyone to link the information to a specific individual.
8.5.2 The duty of confidentiality requires that unless there is a statutory requirement to use information that has been provided in confidence, it should only be used for purposes about which the  subject has been informed and to which they have consented..
8.5.3 This duty is not absolute, but should only be overridden if the holder of the information can justify disclosure as being in the public interest (e.g. to protect others from harm).  Whilst it is not entirely clear under law whether a common law duty of confidentiality extends to deceased persons, the Department of Health and professional bodies responsible for setting ethical standards for health professional accept that this is the case.
8.5.4 Unless there is a sufficiently robust public interest justification for using identifiable information that has been provided in confidence then the consent of the individual concerned should be obtained (deceased individuals may have provided their consent prior to death).  For living individuals, Schedules 2 and 3 of the DPA apply whether or not the information was provided in confidence.
8.5.5 Where it is judged that an individual is unable to provide consent (for example due to mental incapacity or unconsciousness), other conditions in Schedules 2 and 3 of the DPA must be satisfied (processing will normally need to be in the vital interest of the individual).
8.6  Caldicott Standard

8.6.1 Both Social Services departments and NHS organisations are committed to the Caldicott Principles when considering whether confidential information should be shared.  These are:

· Justify the purpose(s) for using confidential information

· Only use when absolutely necessary
· Use minimum that is required

· Access should be on a strict “need to know basis”

· Everyone must understand his or her responsibilities

· Understand and comply with the law
8.7  Freedom of Information Act 2000
8.7.1 For public bodies, the Freedom of Information Act 2000 will extend subject access rights to allow access to all the types of information held, whether personal or non-personal.  However, the public authority will not be required to release information, to which any of the exemptions in the Act applies.  Anyone will be able to make a request for information, although the request must be in a permanent form.  The Act gives applicants two related rights:
· The right to be told whether the information exists

· The right to receive information (and where possible, in the manner requested, i.e. as a copy or summary, or the applicant may ask toinspect a record)


8.7.2 Individual access rights for all public authorities will be brought into force in January 2005.
8.8  Regulation Of Investigatory Powers Act 2000
8.8.1 For public bodies, the Freedom of Information Act 2000 will extend subject access rights to allow access to all the types of information held, whether personal or non-personal.  However, the public authority will not be required to release information, to which any of the exemptions in the Act applies.  Anyone will be able to make a request for information, although the request must be in a permanent form.  The Act gives applicants two related rights:
8.8.2 This act ensures that investigatory powers are used in accordance with human rights.
8.9  Children Act 1989

8.9.1 It is the general duty of every Local Authority to safeguard and promote the welfare of children within their area who are in need, and so far as is consistant with that duty,to promote the upbringing of such children by their families.Local Authorities shall take reasonable steps to identify the extent to which there are children in need in their area, provide  published information about services provided by them and voluntary organisations for children in need, their families, and day care for pre-school children.  Every local authority shall also facilitate the provision of services by voluntary organisations and others to children in need and their families and may make provision for such services to be provided. 
8.9.2  All local authorities have the duty to investigate in respect of a child’s welfare where there are child protection concerns.
8.10 Housing Act 1966

8.10.1 Where a housing authority requests a Social Services authority to exercise any of their functions in relation to an application by a homeless person the social services authority shall co-operate in rendering such assistance in the discharge of the functions as is reasonable and similarly local housing authorities shall provide social services authorities with such reasonable advice and assistance when requested in such circumstances.  Where the housing authority believe a homeless applicant with whom a person under the age of 18 may reside, is ineligible for assistance or intentionally homeless, the local housing authority will make arrangements to ensure the applicant is invited to consent to the referral of essential facts to the Social Services authority, and where the applicant consents the social services authority is made aware of those facts.
8.11 Local Government Act 2000

8.11.1 Save where there is a statutory limitation or restriction, the Local Government Act 2000 empowers a Local Authority to do anything that is likely to improve the economic environmental or social well being of persons living or working in their local authority area.



8.12 Public Services Trust Charter

8.12.1 The performance and Innovation Unit of the Cabinet Office produced for consultation, in April 2002, a draft Public Services Trust Charter.  It has since been amended, and is currently under consultation again.  The amended version is included below:

”To provide services for you, we need to handle personal information about you.  This is how we will look after that information.”

When we ask you for personal information, we will…
ensure you know why we need it
protect it an make sure nobody has access to it who shouldn’t
ensure you know if you have a choice about giving us information
let you know if we need to share it with other organisations to give you better public services – and if you can say no
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